
 

 

UNITED STATES MARINE CORPS 
MARINE CORPS BASE 

                                  QUANTICO, VIRGINIA  22134-5001 
     MCBO 8020.1 
                                                  B 50 
    5 Jan 04 
 
MARINE CORPS BASE ORDER 8020.1 
 
From:  Commander 
To:    Distribution List 
 
Subj:  HAZARDS OF ELECTROMAGNETIC RADIATION TO ORDNANCE (HERO) 
 
Ref:   (a) NAVSEA OP 3565/NAVAIR 16-1-529/NAVELEX 0967-LP-624-6010,  
          Volume 2, Tenth Revision 
       (b) Hazards of Electromagnetic Radiation to Ordnance  
         Assessment of MCB/MCAF, Quantico, VA, of 1 Aug 03 (NOTAL) 
       (c) NAVFAC 11010/31 Parts I and II 
 
Encl:  (1) General Hazards of Electromagnetic Radiation to Ordnance 
      (HERO) Safe Separation Distance Requirements 

(2) Hazards of Electromagnetic Radiation to Ordnance (HERO) 
    Zones, Ordnance Transportation Routes, and Ordnance and 

          Data Collection Locations Map 
(3) Applications for Setting Hazards of Electromagnetic 
    Radiation to Ordnance (HERO) Conditions 
(4) Hazards of Electromagnetic Radiation to Ordnance (HERO) 
    Electronic Emission Condition (EMCON) Procedures 

       (5) Safe Separation Distances for Aircraft HF, VHF, UHF, and 
 Radar Transmitters, Portable and Mobile Transmitters 
 
1.  Purpose.  To promulgate policy and procedures for safe handling, 
transportation, and stowage of ordnance with regard to HERO at 
MCB/MCAF, Quantico. 
 
2.  Scope.  This Order is applicable any time HERO SUSCEPTIBLE or 
HERO UNSAFE ORDNANCE is handled, loaded, or transported by MCB/MCAF, 
Quantico at all ordnance locations. 
 
3.  General Discussion.  As described in reference (a), electro-
magnetic radiation hazards stem from the functional characteristics 
of electrically initiated ordnance, and are a result of absorption 
of electromagnetic energy by the firing circuitry of electrically 
initiated devices (EID).  The radiated energy can cause heating of 
the bridge wire and primary explosive, and can result in premature, 
unintended actuation of the EID.  Such an event can pose either a 
safety or reliability problem.  In general, ordnance is most 
susceptible to radio-frequency (RF) environments during assembly,
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disassembly, handling, loading, and unloading.  There are three 
classifications pertinent to HERO: HERO SAFE ORDNANCE; HERO 
SUSCEPTIBLE ORDNANCE; and HERO UNSAFE ORDNANCE.  Therefore, HERO 
EMCON and ordnance handling restrictions and procedures (see 
reference (b)) form a compromise that allows for the safe handling of 
ordnance within the existing RF environment.  EMCON is derived from 
an analysis of the fields produced by the existing RF transmitters 
and the ordnance susceptibilities described in reference (a), or 
through a HERO survey.  The following paragraphs describe the 
categories of ordnance. 
 
    a.  HERO SAFE ORDNANCE.  Items that require no RF environmental 
restrictions beyond general HERO requirements described in paragraph 
5-4 of reference (a). 
 
    b.  HERO SUSCEPTIBLE ORDNANCE.  Items that are susceptible and 
require moderate RF environmental restrictions. 
 
    c.  HERO UNSAFE ORDNANCE.  Items that are extremely susceptible 
and require severe RF environmental restrictions. 

 
4.  HERO EMCON Bill.  Provides specific guidance germane to the 
emitter systems at MCB/MCAF, Quantico in order to mitigate the 
concern for HERO.  Reference (b) contains the MCB/MCAF, Quantico 
bill.  The standard HERO precautions are listed in enclosure (1).   
The HERO zones for MCB/MCAF, Quantico are illustrated in enclosure 
(2).  Enclosures (3) and (4) provide both applications and procedures 
for the setting of HERO EMCON.  Enclosure (5) provides HERO separa-
tion distances for aircraft, portable, and mobile transmitters.  The 
MCB/MCAF Operations Officer, upon notification, will set the 
appropriate HERO EMCON Condition to ensure that electromagnetic 
environments do not exceed acceptable levels. 
 
5.  Responsibilities.  Oversight of the HERO Program will be a joint 
program with responsibilities shared between Director, Safety 
Division and AC/S G-6. 
 
    a.  Director, Safety Division 
 
      (1) Be responsible for the continuing program to ensure HERO 
safety aboard the Base. 
 
     (2) Convene semi-annual conferences of ordnance and radiation 
hazard (RADHAZ) personnel who are representatives of each unit or 
organization to discuss and recommend changes to the instructions. 
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      (3) Monitor the supply of HERO warning signs and order as 
necessary. 
 
      (4) Review RADHAZ requirements and request HERO surveys when 
required. 
 
      (5) Maintain and update a record of all ordnance transporta- 
tion routes aboard the Base. 
 
    b.  A/CS G-6 
 
      (1) Appoint an officer to serve as the Installation HERO 
Officer.  The HERO Officer will: 
 
          (a) Provide frequency management specific expertise. 
 
          (b) Ensure all communications specialists are familiar 
with HERO restrictions from a RF perspective. 
 
          (c) Approve/Disapprove all new or modified transmitter 
installations and frequency coordination on station in coordination 
with the Assistant HERO Officer.  Contact Naval Surface Warfare 
Center, Dahlgren Division (NSWCDD)(Code J52) for all questions 
concerning HERO. 
 
          (d) Approve/Disapprove any request to operate amateur 
radio equipment on station in coordination with the Assistant HERO 
Officer. 
 
          (e) Ensure the EOD Officer is notified of transmitter and 
antenna changes at MCB/MCAF, Quantico and direct that he/she provide 
comment as to the ordnance specific implications of these changes. 
 
       (2) Head, Electronics Maintenance Branch, G-6 
 
           (a) Ensure that all emitters under the cognizance of this 
Command are marked with the safe operating distance prior to issue. 
 
           (b) Inform the HERO Officer when stationary communi-
cations transmitters or radars are relocated or new equipment is 
obtained.  These changes should be submitted for HERO review per 
reference (c). 
 
       (c) Affix HERO warning labels to all mobile and portable 
radios. 
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          (d) Establish check-in procedures for owners of citizen’s 
band and other mobile radios and cellular telephones to familiarize 
operators with HERO. 
 
    c.  EOD Officer.  The EOD Officer is the central POC for 
determination of compliance with the appropriate references as it 
relates to all forms of ordnance that are handled at MCB/MCAF, 
Quantico.  As such, the EOD Officer will assist the HERO Officer, and 
will act as a HERO liaison to track and monitor all future ordnance 
facility (or handling location) changes.  The liaison will coordinate 
the HERO Program and account for all station and tenant command 
information, as presented in reference (b), concerning ordnance 
inventory/operations. 
 
        (1) Provide comment as to the ordnance specific implications 
of transmitter and antenna changes at MCB/MCAF, Quantico to the HERO 
Officer as required. 
 
        (2) Ensure that all ordnance personnel are familiar with HERO 
restrictions applicable to ordnance operations. 
 
        (3) When issuing any ordnance (or ordnance component) to a 
user, advise the user of its HERO status during all aspects of its 
life cycle (e.g., assembly, handling, loading/downloading 
operations). 
 
        (4) Inform the HERO Officer upon receipt of ordnance items 
that are categorized as HERO SUSCEPTIBLE or HERO UNSAFE ORDNANCE so 
that HERO issues can be mitigated to ensure both safety and 
reliability. 
 
        (5) Ensure that the transportation of HERO UNSAFE and HERO 
SUSCEPTIBLE ORDNANCE is enclosed in all-metal containers.  (When 
transported in sealed all-metal containers, it is considered HERO 
SAFE ORDNANCE.)  If HERO SUSCEPTIBLE ORDNANCE is transported outside 
of an all-metal container, observe the HERO separation distances 
listed in enclosure (5) for aircraft, portable, and mobile trans-
mitters.  In the event of an ordnance accident, set the appropriate 
HERO condition for HERO UNSAFE ORDNANCE. 
 
        (6) Place HERO warning signs prohibiting radio transmissions 
at the entrance to the magazine area and all ordnance handling or 
storage activities. 
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    d.  MCB/MCAF Operations Officer 
 
        (1) The MCB/MCAF Operations Officer will act as the central 
POC for the setting and monitoring of HERO EMCON, as outlined in 
reference (b), and will maintain a list of names and phone numbers 
for those activities impacted by HERO EMCON.  All future emitter 
changes at MCB/MCAF, Quantico should be provided to the HERO liaison 
for inclusion into the HERO EMCON Bill. 
 
        (2) Restrict aircraft on the flight lines from indiscrimi-
nately energizing any transmitters (e.g., communications, radars, or 
electronic warfare equipment). 
 
        (3) Ensure that taxiing/landing aircraft are informed when 
HERO conditions are set. 
 
        (4) Establish and maintain liaison with all tenant activities 
and resolve any conflicts in HERO requirements. 
 
        (5) Include HERO EMCON radio operating training as a 
qualification requirement for vehicle operators on the airfield and 
aboard the air facility. 
 
    e.  COs/OICs and Department Heads/Special Staff Assistants 
 
        (1) Ensure that all operators of communications equipment and 
aircrews comply with this Order. 
 
        (2) Ensure that personnel operating transmitters are properly 
instructed in their use during EMCON conditions. 
 
        (3) Notify the HERO Officer prior to using new electronic 
equipment (that radiates) at MCB/MCAF, Quantico. 
 
        (4) Promulgate supplementary instructions pertaining to their 
own equipment, personnel, and operating procedures as required to 
ensure compliance with this Order. 
 
    f.  Tenant Activities 
 
        (1) Notify the HERO Officer when new communications (or 
radar) equipment is obtained, loaded/downloaded or transported. 
 
        (2) Notify the EOD Officer or MCAF Operations Officer prior 
to HERO SUSCEPTIBLE ORDNANCE being loaded/downloaded or transported. 
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    g.  CO SctyBn.  SctyBn shall be responsible for notifying station 
personnel and visitors who have mobile transmitters in their personal 
vehicles that transmission on MCB/MCAF, Quantico will be permitted 
only with written permission of the Comdr MCB. 
 
6.  Requirements.  To ensure ordnance-handling safety, precautions 
must be taken to limit the radiation of RF energy in and around 
ordnance handling areas.  Enclosure (1) contains standard HERO 
precautions and chapter 5 of reference (a) provides HERO requirements 
during ordnance operations. 
 
    a.  When ordnance is being assembled, handled, or transported 
within the confines of the magazine area, emissions from various 
mobile and portable very high frequency/ultra high frequency (VHF/ 
UHF) transmitters shall be silenced or the HERO UNSAFE and HERO 
SUSCEPTIBLE ORDNANCE safe separation distances, as provided in 
chapter 2 of reference (a) or appendix A of reference (b), should be 
maintained. 
 
    b.  HERO SUSCEPTIBLE or HERO UNSAFE ORDNANCE cannot be moved, 
transported, loaded, or downloaded at MCB/MCAF, Quantico except as 
specified by the EOD Officer or MCAF Operations Officer, as 
appropriate.  Reference (b) provides specific HERO EMCON guidance for 
MCB/MCAF, Quantico’s emitter systems of concern. 
 
    c.  Other conditions necessitating deviations from the require-
ments outlined in reference (a) shall be reported to Naval Sea 
Systems Command (NAVSEASYSCOM) per reference (a). 
 
7.  Procedures 
 
    a. The following general procedures apply when setting HERO EMCON 
at MCB/MCAF, Quantico: 
 
        (1) In the event of an ordnance accident or emergency 
involving aircraft carrying aviation ordnance (or an ordnance carrier 
along the ordnance transportation route), the appropriate HERO EMCON 
conditions (defined in enclosures (3) and (4)) will be set by 
MCB/MCAF, Operations Officer and will remain in effect until EOD 
personnel have rendered the ordnance safe or determined that EMCON is 
no longer required.   
 
Note: The EOD Officer or MCAF Operations Officer, as appropriate, 
 will notify all ordnance accident response units to maintain 
 a minimum separation distance of 150 feet from the accident 
 site when 3 VHF/UHF mobile radios are in use, and 50 feet when 
 3 portable radios are in use. 
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        (2) For HERO SUSCEPTIBLE ORDNANCE, when practical, the 
MCB/MCAF Operations Officer will be notified 24 hours prior to 
routine implementation of HERO requirements by using the activity’s 
ordnance personnel.  The commencement time and automatic expiration 
time will require a minimum of 30 minutes notice by the using 
activity.   
 
        (3) In all instances, the MCB/MCAF Operations Officer will 
contact all activities impacted by HERO (stationary transmitters to 
be silenced) and inform all aircraft on the ground (or inbound 
aircraft) to discontinue the use of HF communications and high power 
radars.   
 
    b.  The following procedures apply when handling HERO Unsafe or 
HERO SUSCEPTIBLE ORDNANCE at MCB/MCAF, Quantico: 
 
        (1) Transport and store HERO UNSAFE ORDNANCE in sealed, all-
metal containers.   
 
        (2) When transporting HERO SUSCEPTIBLE ORDNANCE, comply with 
ordnance handling requirements listed in chapter 5 of reference (a). 
 
        (3) Ensure that radios installed in ordnance handling 
vehicles maintain the minimum 10-foot antenna–to-ordnance separation 
distance required for HERO SAFE ORDNANCE.  (See chapter 5, paragraph 
5-4.4 of reference (a).) 
 
        (4) Emissions from various mobile and portable VHF/UHF 
transmitters should be silenced for the HERO Unsafe and HERO 
SUSCEPTIBLE ORDNANCE or safe separation distances be maintained, as 
provided in chapter 2 of reference (a) or appendix A of reference 
(b). 
 
        (5) When issuing any ordnance or component to a user, the EOD 
Officer will advise the user if the material becomes HERO Unsafe or 
HERO SUSCEPTIBLE during assembly, loading, or downloading.   
 
    c.  The following procedures apply when handling HERO Unsafe or 
HERO SUSCEPTIBLE ORDNANCE in the magazine area. 
 
        (1) No HERO UNSAFE ORDNANCE shall be handled on-site except 
in an emergency.   
 
        (2) Affix HERO warning labels stating separation distances 
(as listed in chapter 2 of reference (a) or appendix A of reference 
(b)) for HERO UNSAFE or HERO SUSCEPTIBLE ORDNANCE to all mobile and 
portable transmitters.  (Appendix F of reference (b) illustrates a 
recommended label.) 
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        (3) Ensure that radios installed in ordnance handling 
vehicles maintain the minimum 10-foot antenna-to-ordnance separation 
distance required for HERO SAFE ORDNANCE.  (See chapter 5, paragraph 
5-4.4 of reference (a).) 
 
        (4) No HERO UNSAFE ORDNANCE shall leave the confines of the 
magazine area except in a completely enclosed, all-metal container.  
The only exception would be in a case of extreme emergency. 
                              
 
 
 
 

 R. T. BRIGHT 
 Chief of Staff 
 
DISTRIBUTION:  INTERNET 
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GENERAL HAZARDS OF ELECTROMAGNETIC RADIATION TO ORDNANCE (HERO) 
SAFE SEPARATION DISTANCE REQUIREMENTS 

 
1.  The following requirements apply to all ordnance operations at 
MCB/MCAF, Quantico involving the presence, handling, and loading of 
ordnance unless otherwise specified in NAVSEA OP 3565/NAVAIR 16-1-
529/NAVELEX 0967-LP-624-6010. 
 
    a.  Use HERO Assessment of MCB/MCAF, Quantico, of 1 Aug 03, for 
specific HERO guidance concerning HERO UNSAFE and HERO SUSCEPTIBLE 
ORDNANCE.  HERO Assessment of MCB/MCAF, Quantico, of 1 Aug 03, 
provides recommendations for mitigating HERO.  Enclosed is a listing 
of emitter systems (and safe separation distances), facility drawings 
(indicating emitter system and ordnance locations, as well as, HERO 
zones to facilitate the setting of HERO EMCON), current HERO status 
of ordnance stored in the magazine area, results of the 2001 HERO 
survey, and a complete HERO EMCON Bill for MCB/MCAF, Quantico. 
 
    b.  Ordnance evolutions must be planned so that there is a 
minimum of exposure of ordnance to the radio-frequency (RF) 
environment. 
 
    c.  Avoid touching any exposed firing contact, wiring, or other 
exposed circuitry with any part of the body or with any metallic 
object. 
 
    d.  Ensure all open electrical connectors on the ordnance are 
covered with non-shorting caps. 
 
    e.  Ordnance will not be assembled/disassembled in an RF 
environment. 
 
    f.  Igniters, primers, detonators, and other items containing 
electrically initiated devices will not be stowed in the same 
magazine as electronic or electric fuses. 
 
    g.  If the safe separation distance provided in appendix A of 
HERO Assessment of MCB/MCAF, Quantico, of 1 Aug 03, or chapter 2 of 
NAVSEA OP 3565/NAVAIR 16-1-529/NAVELEX 0967-LP-624-6010 must be 
violated for any ordnance operation, the transmitting antenna must be 
silenced. 
 
 
 
 
 
 

           ENCLOSURE (1) 
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2.  Transporting ordnance aboard MCB/MCAF, Quantico requires the same 
safety requirements and RF restrictions specified for that particular 
item during normal handling operations.  When ordnance systems are 
disassembled or when they have exposed electrically initiated 
devices, firing circuits, or wiring during the transport operation, 
the HERO UNSAFE ORDNANCE restrictions of NAVSEA OP 3565/NAVAIR 16-1-
529/NAVELEX 0967-LP-624-6010 apply. 
 
3.  Ensure that ordnance accident response units (Fire, Ordnance, and 
SctyBn) maintain a minimum separation distance of 150 feet from the 
accident site when 3 VHF/UHF mobile radios are in use, and 50 feet 
when 3 portable radios are in use.  For single radio use, see the 
applicable separation distances listed in appendix A of the HERO 
Assessment of MCB/MCAF, Quantico, of 1 Aug 03. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
ENCLOSURE (1) 
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HAZARDS OF ELECTROMAGNETIC RADIATION TO ORDNANCE (HERO) ZONES, 
ORDNANCE TRANSPORTATION ROUTES, AND ORDNANCE  

AND DATA COLLECTION LOCATIONS MAP 

 
           ENCLOSURE (2) 
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APPLICATIONS FOR SETTING HAZARDS OF ELECTROMAGNETIC RADIATION 
TO ORDNANCE (HERO) CONDITIONS 

 
 
NALC     
GENERAL   SITUATION/   HERO 
APPLICATIONS ORDNANCE ACTIVITY  LOCATION CONDITION 
 
All HERO SAFE Presence,  
   Ordnance handling, and  
    Loading All 0 
 
All  HERO UNSAFE Presence, Zone 1 1 
   Ordnance handling, and Zone 2 1 
    loading Zone 3 1 
     Zone 4 1 
 
All  HERO Presence, Zone 1 2 
   SUSCEPTIBLE handling, and  Zone 2 2 
   Ordnance loading Zone 3 2 
     Zone 4 2 
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HAZARDS OF ELECTROMAGNETIC RADIATION TO ORDNANCE (HERO) 
 ELECTRONIC EMISSION CONDITION (EMCON) PROCEDURES 

 
 

HERO CONDITION 0 
 

* HERO EMCO is not required; all transmitters (as listed in appendix A 
of HERO Assessment of MCB/MCAF, Quantico, of 1 Aug 03 may be 
operated.  Observe the general HERO requirements for shore stations 
in chapter 5 of OPNAVINST 5100.23F. 
 
 

HERO CONDITION 1 
 

* Maintain the HERO UNSAFE ORDNANCE separation distances for mobile and 
portable transmitters as listed in appendix A of HERO Assessment of 
MCB/MCAF, Quantico, of 1 Aug 03 or chapter 2 of OPNAVINST 5100.23F. 
 

* Silence all aircraft transmitters except VHF/UFH communications 
transmitters less than 20 watts or transmitters operating into dummy 
loads. 
 

* For an ordnance accident, emergency response units such as the Fire 
Department, Explosive Ordnance Disposal, and Security responding to 
the scene with radio equipment must maintain a minimum separation 
distance of 150 feet from the accident site if using 3 VHF (132-174 
MHz) mobile radios; similarly, a minimum separation distance of 50 
feet must be maintained when using 3 VFH portable radios.  Silence 
all other radios at the scene; for single radio use, apply the 
separation distances cited in appendix A of HERO Assessment of 
MCB/MCAF, Quantico, of 1 Aug 03 or chapter 2 of OPNAVINST 5100.23F 
for that specific mobile or portable units. 
 
 

HERO CONDITION 2 
 

* Maintain the HERO SUSCEPTIBLE ORDNANCE separation distances for 
mobile and portable transmitters as list in appendix A of HERO 
Assessment of MCB/MCAF, Quantico, of 1 Aug 03 or chapter 2 of 
OPNAVINST 5100.23F. 
 

* Silence all aircraft transmitters except VHF/UFH communications 
transmitters less than 40 watts or transmitters operating into dummy 
loads. 
 
 
 

           ENCLOSURE (4) 
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SAFE SEPARATION DISTANCES FOR AIRCRAFT HF, VHF, UHF, AND RADAR 
TRANSMITTERS, PORTABLE AND MOBILE TRANSMITTERS 
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