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MARINE CORPS COMBAT DEVELOPMENT COMMAND ORDER 5000.5

1
From:  Commanding General 

To:    Distribution List

Subj:  Year 2000 (Y2K) Management Plan
Ref:   (a) DoD Y2K Management Plan
  


       (b) CMC 050732Z Mar 98

 
      (c) MCCTA 200820Z Feb 98

       (d) CMC 290730Z Dec 97

       (e) CMC 111600Z May 98

Encl:  (1) Year 2000 Websites


       (2) Y2K Points of Contact


       (3) USMC Inspector General Y2K Checklist

       (4) Year 2000 Compliance Checklist


       (5) Microsoft Products: Compliant/Compliant with Minor 


 Issues

       (6) Software Certification Request Letter (Example)

       (7) Year 2000 Contingency Plan for [System Name]   

   
    (8) List of Internal and External Interfaces

       (9) Y2K Instructions

1.  Purpose.  To outline the plan for assessing the impact of the Year 2000 on all MCCDC information systems.  The Y2K Management Plan establishes procedures for conducting system inventories, prioritizing, providing updates of systems, and monitoring progress.  The Communication Electronics Division (CED), MCB, Quantico, is assigned the responsibility for oversight of Y2K awareness, assessments, renovations, validations, and implementation of systems within MCCDC.

2.  Background.  

    a.  The term Year 2000 (Y2K) is used to describe the potential failure of information technology (IT) systems before, on or after 1 January 2000.  This problem is primarily due to the use of 2-digit year indicator within software code (in either applications, operating systems, hardware or microchips).  At the Year 2000, non-compliant systems will likely interpret "00" as "1900" rather than "2000".  Compounding the problem is the unusual and unrelated fact that the Year 2000 is also a leap year.

    b.  The Assistant Secretary of Defense for Command, Control, Communications and Intelligence (C4I) has the responsibility to lead DoD efforts to solve the Y2K problem.  In this effort, a DoD Y2K Management Plan (reference (a)) has been developed.  Per reference (b), that plan serves as the basis for the MCCDC Y2K effort as well as that for the Marine Corps by providing Y2K centralized management and decentralized execution.  The Marine Corps Y2K Website (enclosure 1) contains over 80 naval messages that amplify or provide additional guidance.

    
c.  The Marine Corps Y2K Executive assigned overall responsibility for Y2K problem resolution is the Assistant Chief of Staff (AC/S) for C4I/Chief Information Officer (CIO).


d.  The Quantico Y2K process begins with a thorough assessment of existing systems.  This includes both software and hardware systems spanning over three decades of IT development.  The goal is to have all MCCDC systems certified as Y2K compliant and implemented by 30 March 1999.  Mission critical systems must be Y2K compliant NLT 31 December 1998.  This will be accomplished through the elimination, replacement, or modification of existing systems.  A system is certified as compliant when it can accurately process date/time data over the century change and leap year calculations.  A system is not Y2K compliant if 

another system exchanging data with it is not also Y2K compliant.

3.  Information.


a.  Scope.  All MCCDC divisions will comply with this management plan.  CED will coordinate Y2K actions with MCCTA, MARCORSYSCOM, MCAF, and other tenant commands aboard MCB Quantico.  This plan applies to IT support to include hardware, firmware, data, and developed software to include Commercial Off the Shelf (COTS), Government Off the Shelf (GOTS) packages, operating systems, third and fourth generation language compilers and interpreters, functional applications, system utilities, translators, and database management systems.  Data includes databases, files, and other data storage structures and mechanisms, data and system interfaces and interchanges, Electronic Data Interchange transaction sets and implementation conventions, and other messages or forms of data exchange.


b.  Goals and Objectives:  The goal of the MCCDC Y2K Management Plan is to minimize system failures due to Y2K related problems and to ensure proper contingency planning is executed.  The objectives include:



(1)  Minimize the adverse impact of Y2K data processing

in all mission critical and mission support systems.



(2)  Identify and share consistent strategies for finding and fixing Y2K problems and testing solutions.



(3)  Minimize duplication of effort for Y2K problem

identification and resolution.



      (4)  Minimize the impact of resource reallocation

to support Y2K efforts.



(5)  Minimize risk and cost in determining the

appropriate Y2K solution for each system.



(6)
Identify, prioritize, and mobilize needed resources

for system conversions and replacements.

c.  Management Strategy:  Quantico has adopted the DoD Y2K Management Strategy which uses a five phase process:

  Awareness.  This phase focuses on promoting Y2K awareness.

  Assessment.  This phase consists of system inventory and

                problem assessment.

  Renovation.  This phase consists of systems replacement,

                retirement, or modifications to ensure Y2K

                compliance.

  Validation.  This phase focuses on testing systems for Y2K

                compliance and interoperability.

  Implementation.  The final phase is Y2K compliant system

                    deployment and continuous monitoring.



(1) Information sharing.  To reduce duplication of effort, information on Y2K problems, best practices, and lessons learned are to be actively gathered and distributed to all divisions and commands aboard MCB, Quantico.  Through diligent screening of Y2K web pages, open lines of communication with Y2K Action Teams (aboard Quantico and within Headquarters Marine Corps), and attendance at conferences and working groups, information can be gathered that could minimize efforts.  Enclosure (1) lists Y2K informational websites and Enclosure (2) is a list of Y2K points of contact.



         (2) Resourcing.  Nonessential software sustainment requirements, enhancements, preplanned product improvements, and change request proposals should be closely scrutinized until all systems have been analyzed, fixed, tested, and verified to be Y2K compliant.  Funds intended for these activities should include consideration of the Y2K effort.    

         

(3) Prioritization.  Systems that are critical to the support of warfighting and peacekeeping missions and those that affect the health, safety, or security of individuals shall receive priority for conversion and replacement.  Systems which feed data into Enterprise Systems (e.g., MCTFS, SABRS) should also receive priority for assessment and correction of identified Y2K problems.



        (4) DoD Standard Date Format.  DoD components will use a four-digit contiguous year for the year portion of dates used for interfaces among systems and in all interagency information exchanges.  The four-digit date format is required for systems interfaces and data exchanges in DoD to reduce the risk of re-infection of Y2K problems in DoD systems and databases.  If the system does not perform manipulations with the date, it is not necessary to convert to a four-digit year.  For example, an alpha roster simply lists the date but does not use it for any computation.  However, all non-compliant systems must be marked as such regardless of prioritization.



(5) System Elimination.  Legacy systems or systems that can be combined into other systems should be considered for termination where possible.  This opportunity should be taken to eliminate unnecessary systems from the inventory.  



(6) Replacement Alternatives.  Whenever practical, Y2K compliant Commercial Off the Shelf (COTS) or Government Off the Shelf (GOTS) products should be used to replace a system that has Y2K problems.  Another replacement alternative is to rapidly redevelop the system through rapid application development, rapid architect application development, Business Process Reengineering, or object technologies and methodologies.


    d.  The Five Phase Management Process.



(1) The Awareness Phase.  This is the first phase of the MCCDC Year 2000 (Y2K) Management Plan and focuses on promoting Y2K awareness. The purpose of this phase is to familiarize all personnel with the scope of possible Y2K impacts; to define the problem; to establish a Y2K Action Office; to decide on an overall approach; and to obtain high level management support.  There is a need for an initial awareness phase and sustained awareness throughout the Year 2000 compliance process.  Enclosure (3) is the Inspector General Y2K checklist.




            (a) Define the Problem.  It is necessary to clearly define the Y2K problem before it is possible to bring awareness to the problem.  (See background paragraph 2).

            


(b) Establish a Y2K Action Office.  CED, MCB, Quantico will establish a Y2K Action Office.  Each MCCDC organization at the division level will establish a Y2K point of contact.  The first objective of the Y2K Action Office will be the development of detailed plans outlining how the divisions will assess and resolve their Y2K problems.




            (c) Identify Technical and Management Representatives.  These representatives should include system managers, budgeting and resource personnel, legal representatives, senior management, support contractors and other external contacts.




           (d) Desktop and Distributed Computing Systems.  The interfacing and data exchange between various distributed computing systems must be addressed for Y2K problems to ensure proper data handling and conversion.  Dependency links between internal and external systems must be identified.




           (e) DoD Contracts.  All contracts will conform to the following principles:

  Purchase only Y2K compliant products.  This applies to all

   Department of Defense (DoD) purchases by any acquisition

   method, including orders placed under contracts or schedules

   issued by other agencies as defined in Federal Acquisition

   Regulation (FAR) Part 39.002.

  Use Y2K compliance language in contracts.

  Issue stop work orders on all contracts for new products being

   purchased on existing contracts that fail to meet

   Y2K requirements.

  Contracting offices will request contractors develop a Y2K

   compliance plan to upgrade their Y2K non-compliant products.




            (f) Y2K Compliance Certification.  System

developers/maintainers and functional managers will certify and document each system’s Y2K compliance.  Enclosure (4) is a compliance checklist to aid system managers.  Marine Corps Y2K policy has directed that orange stickers or tags be placed on all systems to indicate that the system is Y2K compliant.  One possible source for procuring tags is from the GSA catalogue.  White labels may be purchased and an orange marker can be used to color the tag.  The NSN for the white labels is 8135-00-178-9152.  The NSN for the orange marker is 7520-00-079-0286.  Refer to the Marine Corps Year 2000 Website (Year2000.CIO.USMC.MIL) for further guidance on Year 2000 tagging procedures.  Ref (c) applies.

Each sticker must contain the following information:

  Date Checked

  Method used to determine compliance

  POC/Section


        (2) Assessment Phase.  This is the second phase of Y2K Management Plan.  It deals with those activities required to define the scope of the problem and set up the infrastructure necessary to solve it.  The primary purpose of this phase is to gather and analyze the compliance checklist, cost factors, list interfaces, and draft contingency strategy plan in order to determine the size and scope of the problem.  The determination of the size and scope is critical to the estimation of the cost in terms of dollars and manpower.



            (a) Code Inventory.  The code inventory involves locating all the programming codes that must be modified for the Year 2000.  The volume and type of code will determine the magnitude of the problem.  Source code may be housed in a single repository or decentralized and spread over the work force.  All code must be inventoried and tracked and their relationship to other code determined.  A total count of the lines of code will assist in determining how many and what type of resources will be required in order to make the changes.



            (b) Assessment Survey.  An assessment survey can be used to gather the necessary information about source code which is not contained in a central repository.  It will also aid in the identification of COTS products that may be embedded within other products.  The survey process seeks to collect system data in a standard format in a central database or spreadsheet.  Collecting this data is critical to future efforts such as prioritizing and scheduling systems for renovation.  Every system, including those currently selected for migration or retirement, must be inventoried.



            (c) Missing Source Code.  Missing source code increases both the scope and cost of the project because it requires time and resources to develop both the functional specifications and program specifications in order to rewrite the missing modules.  Unfortunately, every piece of code must be fully examined for Y2K compliance.  This may require the recreation of source code.  To lessen the impact of this problem, assess if the system is truly mission critical or if there is a replacement system already in development.  If the impact of the loss of the system is high, the code must be recreated.  Functional managers must coordinate with the appropriate sponsors 

for the source code.  CED is not responsible for collecting source codes.



            (d) Mapping Source to Executables.  Source code must be mapped to the executable code to ensure the source code in the inventory corresponds to the executable code running in production.  There are commercial products available to help in this task; otherwise, the task must be performed manually.  














(e)  Vendor Software.  All operating system software and program products that surround the application software may need to be updated.  A comprehensive list of vendor software must be compiled and compared against either commercial databases of Y2K compliant software or by comparing against CMC CIO Y2K Advisories.  It is important to remember when using vendor provided information that it is necessary to determine the vendor’s definition of Y2K compliant.  Often the vendor refers to software as Y2K compliant but this means a patch to the software must be purchased to make it compliant.  Enclosure (5) is the comprehensive list of Microsoft compliant products.  It is important to notice that Microsoft labels its non-compliant components as "compliant with minor issues."  These products are non-compliant.  Enclosure (6) is an example letter for software certification from vendors. 



            (f) Contingency Plans.  Realistic contingency plans must be developed on all systems that may potentially not meet the Y2K deadline.  All critical level/class I systems must have a contingency plan to alleviate the risk associated with the Y2K problem.  These contingency plans should be robust and maintainable and should be updated at each phase.  Enclosure (7) is an example of a contingency plan for an information system.  This contingency plan is not relevant to all systems and should only be used as guidance. 



            (g) External Interfaces/Trading Partners.  System interfaces and trading partners are critical considerations in Y2K compliance.  An external interface is any aspect of a system that sends and/or receives information from another system outside the control of the Marine Corps system owner.  Y2K compliance issues with external interfaces and trading partners can cause systems to fail even if the Marine Corps system is Y2K compliant.  For example, in the facilities area, if a base/station receives electrical power from a local utility, and that local utility experiences a failure due to Y2K problems, the Marine Corps base/station will be affected.  Even if the Marine Corps utility distribution systems are Y2K compliant, they still may not be able to distribute electrical power because of Y2K failure of external trading partners.  For this reason, it is essential that all external trading partners associated with the base/station’s mission-critical systems be identified and analyzed as part of the inventory process.  Enclosure (8) is an example spreadsheet for recording internal and external interfaces.  For system interfaces and external trading partners, the following steps need to be taken:

  Identify all system interfaces and trading partners that 


   may affect a mission-critical system.

  Contact all trading partners and identify POCs.

  Ensure that the trading partner’s renovation approach and     
overall Y2K issues are consistent with the Marine Corps’      
compliance strategy.

  Exchange appropriate documentation and/or develop a

   Memorandum of Understanding to document potential   

   issues and their resolution.

  Track the status of renovation activities with external       
trading partners as appropriate

  Address failure of external trading partners in contingency    planning scenarios.

          (3) Renovation Phase.  This phase involves making and documenting software and hardware changes, developing replacement systems, eliminating systems, and updating contingency plans.  At all times, system interdependencies must be considered.  A system is not Y2K compliant if another system feeding data into it is not also Y2K compliant.


    (a) Data Sources.  It is important to remember to ensure all internal and external data sources are Y2K compliant.  It may be necessary to develop bridges to convert data or filters to edit out data that is not compliant.



              (b) Replacement.  Ensure replacement products are Y2K compliant including their ability to handle leap year calculations.  For products that are purchased, contract specialists and legal staff need to review contracts and warranties.



              (c) Configuration Management.  Use configuration management procedures to ensure all changes are properly tracked.



              (d) Testing.  Testing is likely the most important stage of the Y2K process and the most involved.  Unit, integration and system tests should be conducted after each application and module is completed.  Ensure all components of the system are tested to include bridges and filters.  Test cycles must include time for regression testing (selective retesting to detect faults introduced during modification of a system.  CED will coordinate with commands for testing methodology.



              (e) Share Information.  Disseminate lessons learned and best practices!  This information will be continually gathered by CED and passed on to each Y2K POC.  



              (f) Repairing.  This involves the conversion or repair of an existing system.  In converting application systems, consider changes in operating systems, compilers, utilities, domain-specific programming products, and commercial database management systems.  The common Y2K fixes are listed below; however, local Automated Information Systems that trade data with other organizations need to ensure that data is transmitted in identical formats.




                  1 
Field Expansion.  Changing two-digit year 




values to four-digit values throughout a 




system.


                 

 2   Sliding Window.  Use of a 100-year window to 




convert data and code to the appropriate 




century, to include 1999 and 2000.




                  3   Procedural Code.  Any of the following 





methods.





                      a  Encapsulation or data fake.





                      b  Compiler modification.

                      



c  Manipulation of object code.


                      


d  Data bridges and filters.




                      e  Combinations.




            (4) Validation Phase.  This phase requires extensive integration and acceptance testing of all converted and replacement systems.  




               (a) Test Facilities.  In some cases, it may be necessary to run parallel systems implemented in a Y2K test facility to prevent production cycles from being disrupted.  These test platforms must have realistic production-sized databases and multiple versions of application software to ensure a full, robust test.




               (b) Test Plans and Schedules.  Test plans and schedules must be developed and documented.   




               (c) Contracting Conversions.  If conversions are contracted out, the effort must be closely managed to ensure the contractor follows the Y2K conversion standards.  It is necessary to ensure proper Y2K language is provided for in the contract.  The converted system must be fully tested and certified by the same checklists as for non-contracted conversions.




               (d) Perform Testing.  It is important to define, collect, and use test metrics to manage the testing and validation process.  Testing can not be performed arbitrarily.   At a minimum, the National Software Testing Laboratories (NSTL) Y2K compliance test must be conducted on all PCs.  Enclosure (9) is a list of instructions for the NSTL Y2K Test and a spreadsheet for recording the data. 

Note:  It is important to back up all data and installed software on Mission Critical Systems prior to conducting Y2K compliance tests.



            (5) Implementation Phase.  After testing is completed, compliant systems must be implemented.  Since it is likely that not all system components will be completed simultaneously, components must be able to operated in a mixed environment of Y2K compliant and non-compliant applications.  While reintroducing components into the environment, system interdependencies must be taken into consideration.  Parallel processing is strongly recommended.



              (a) Transition Environment and Procedures.  Transitioning from the current environment to a Y2K compliant environment requires extensive planning.  Some considerations: 




                  1  Operating systems, database, utilities and other COTS products may not be available until late 1998 or early 1999.




                  2  External data suppliers may not complete their conversations and testing until 1999.




                  3 Testing, validation and correction processes may last through most of 1998 and possibly into 1999.



              (b) Disaster Recovery Plans.  All critical Y2K compliant systems will have disaster recovery plans for the restoration of operations and data in case of extended outage, sabotage or natural disaster.  This should include converted and replaced systems and related databases.



              (c) Post Implementation Considerations.  Although the implementation phase is the final phase of the Y2K Management Plan, systems should be closely monitored beyond the end of the phase.  Contingency plans should include the possibility of unforeseen problems which result in the expenditure of additional funds.  All verified Y2K problems should be documented and tracked.

5.  Action.

    a.  C4I (CIO).  Ref (d) established the Assistant Chief of Staff, Command, Control, Communications, Computers, and Intelligence (AC/S C4I), as the Marine Corps-wide Y2K Executive, responsible for oversight on all Y2K related issues.  AC/S C4I will direct this in the capacity of the Chief Information Officer (CIO) of the Marine Corps. 

    b.  (I&L) LFF Facilities.  In accordance with Ref (e), (I&L) LFF Facilities has been designated as being responsible for facilities infrastructure oversight.  Oversight is defined as responsible for functional/departmental coordination including service-wide and external Y2K reporting.

    c.  Director, CED, MCB, Quantico.  The Director, CED, MCB, Quantico, serves as the Quantico Y2K Executive and has the overall management responsibility for MCCDC Y2K issues.  CED will be responsible for any network infrastructure device that CED has installed or currently operates aboard MCB Quantico.

    d.  Y2K Action Office.  The Y2K Action Office, located within CED, MCB, Quantico, oversees progress and provides Y2K guidance for Information Systems Technology while gathering and reporting information regarding the Y2K status of facilities.  The office coordinates the efforts with tenant commands/organizations at MCB Quantico.  

    e.  Quantico Y2K Advisory Group.  The Advisory Group assists the Y2K Action Office in the resolution of cross-functional Y2K issues and facilitates the sharing of information within Quantico.  Initially each MCCDC Division shall provide a representative to the Advisory Group to provide recommendations and avoid duplication of effort.  The advisory group will develop standardized tools and an approach for testing, training, and progress.

    f.  Individual MCCDC Divisions/Commands.  All MCCDC divisions/commands and selected tenant commands aboard MCB Quantico will designate an Information Technology (IT) Y2K point of contact (POC).  IT Y2K points of contact will do the following:



(1) Prepare and execute a Y2K oversight program for

systems under their control.


         (2) Identify and prioritize mission critical systems 
in support of their organizations.


         (3) Discontinue or replace application systems as 

needed.


         (4) Monitor Y2K corrections for systems under their 
control.


         (5) Make resource decisions and develop strategies for 
systems with Y2K problems.


         (6) Purchase and develop only Y2K compliant systems.


         (7) Include Y2K compliant language in all new 

contracts and contract modifications.


         (8) Beginning 1 Sep 1998, submit a Y2K status report 
on the first Monday of each month to the Y2K Action Office, (SSgt Keith Dubay, SSgt Dubay@the Pentagon.com) including an overall appraisal of the situation, major concerns, and 



recommendations.


    g.  The following are specific Y2K responsibilities:



        (1)
MCCDC CDC ISMO.  Responsible for overall CDC 

actions.  POC is Captain Dennis J. Hart at DSN 278-6018.



        (2) MARCORSYSCOM.  Responsible for all devices past 
the demarc point (data/voice PBX) or fiber patch 



panels.  POC is Joann A. Bernier at DSN 278-3643 (CSI).




        (3) 
MCU.  Responsible for all their own systems with the exception of four Bay 5000 switches in bldg. 2076.  POC is 1stLt Robert E. Freeland at DSN 278-5785 (C40IT).



        (4) 
T&E Division.  Responsible for all systems past 
the demarc point (data/voice PBX) or fiber patch panels with the exception of one centillion 100 switch in bldg. 1019 and one centillion 100 switch in bldg. 2006.  POC is 1stLt Barry A. Dowdy at DSN 278-2999 (C46DL).


        
(5)
 MCWL.  Responsible for all systems excluding the 
following the CED CISCO 7513 router in bldg. 3255 and phone switches.  POC is Cpl Jason A. Wiltrout at DSN 278-1384.



        (6)
 MCAF.  Responsible for all systems excluding the 
demarc point (phone switch, PBX, etc.) or fiber patch panels.  POC is CWO3 Taninecz at DSN 278-1464 (143-4).



        (7) MSTP.  Responsible for all systems excluding the 

demarc point (phone switch, PBX, etc.) or fiber patch panels.

POC is Capt Heidi J. McKenna at DSN 278-2853.



        (8) Facilities.  All facility and Base infrastructure related components are the responsibility of MCB Facility 

Division.  Related actions will be coordinated with CED.  The facilities points of contact will:




            (a) Prepare and execute a Y2K oversight program for systems under their control.




            (b) Identify and prioritize mission critical 
systems in support of local commanders.




            (c) Ensure Y2K compliance of facility related information systems as needed 
(i.e., climate control, elevators, etc.)




            (d) Monitor Y2K corrections for systems under their control.




            (e) Make resource decisions and develop strategies for systems with Y2K problems.




            (f) Purchase and develop only Y2K compliant 

systems.




            (g) Include Y2K compliant language in all new contracts and contract modifications.




            (h) Develop facilities Y2K Plan with milestones geared to specific requirements.  POC is Mr. Herlan at DSN 278-5102 (B041-7).


     h. MCCDC Y2K Timeline  



        (1) Phase I (Awareness)

   

    Completion Date:  1 September 1998




-- End State

  Completed and distributed MCCDC Y2K Management Plan.

  Individual division's strategies developed.

  Y2K POC’s identified and educated.

  System users and owners identified and educated.

  Phase II strategy developed.

  Phase II plan completed and distributed.



        (2) Phase II (Assessment)

   


Completion Date: 1 November 1998




-- End State

  100% inventory of all systems: 1 October 1998.

  Phase III strategy developed,

  100% of systems to be replaced, 
redeveloped and/or retired are identified and 
confirmed.

  100% of systems analyzed for Y2K compliance.

  100% of systems requiring renovation are prioritized and scheduled for Phase III.

  Identify critical funding requirements.

  Risk management and contingency strategy developed, documented, and distributed.

  Phase III plan completed and distributed.



            (3)  Phase III (Renovation)




Target Completion Date:


Mission critical systems:  31 December 1998


All other systems:  30 March 1999



     -- End State

  Phase IV strategy developed
.

  Implementation of selected renovation strategy for all scheduled systems.

  Risk management and contingency strategy updated.

  Phase IV plan completed and distributed.



            (4) Phase IV (Validation)




Target Completion Date: 1 May 1999




-- End State

  Phase V strategy developed.

  Unit, integration, and system testing completed, systems certified.

  Acceptance testing and certification completed.

  Phase V Plan completed and distributed.




            (5) Phase V (Implementation)

  


Target Completion Date:  1 June 1999




-- End State

  Risk management and contingency strategy updated and distributed.



             (6) Information systems will be monitored on a 

continuous basis up to and after 1 January 2000.  Y2K issues will be address in an expeditious manner by the MCCDC Y2K Action Office and the individual divisions.

                                   J. N. STROCK


                                   





Chief of Staff

Distribution: A 
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