INFORMATION AND PERSONNEL

SECURITY PROGRAM BRIEFING

MARINE CORPS BASE

QUANTICO, VA


[image: image7.png]SECURITY CONTAINER INFORMATION | ' AREA OR POST 2. BUILDING 3. ROOM NO. z CONTAINER NUMBER
(i required) (I required) \ E
™Y _ INSTRUCTIONS H
1. COMPLETE PART 1 AND PART 2A (ON END Qw
OF FLAP). 4 ACTIVITY (DIVISION, BRANCH, SECTION OR OFFICE) | 5. CONTAINER NO. ze
2. DETACH PART 1 AND ATTACH TO INSIDE OF D.m COMBINATION
CONTAINER. wg
() 6. MFG. & TYPE 7. MFG & TYPE LOCK 8. DATE COMBINATION 28
3. MARK PARTS 2 AND 2A WITH THE HIGHEST CONTAINER CHANGED 3%s
R CLASSIFICATION STORED IN THIS CONTAINER. 2:8 (s o the (Figh) (Lef) sop at B
5 4. DETACH PART 2A AND INSERT IN ENVELOPE. [ 9. NAME AND SIGNATURE OF PERSON MAKING CHANGE O wod u tums to the (Right) (Lef) stop at
[] s to the (R stop at
®: 5. SEE PRIVACY ACT STATEMENT ON REVERSE. Z <8k ES ’
" p— e—— o T - o 2 Ng 35 T turns to the (Right) (Left) stop at
i Sttty nowly persons, _ o xcES g 9 turns to the (Right) (Left) stop at o
2 EMPLOYEE NAME ] HOME ADDRESS HOME PHONE M o g
w > W
. o Zap
I Ow g
& Zws
¢ ]
3 =
g oo WARNING
®; 22y
T m =5 THIS COPY CONTAINS CLASSIFIED INFORMATION WHEN
m o “ 4 COMBINATION IS ENTERED.
a
M PNv mm UNCLASSIFIED UPON CHANGE OF COMBINATION
. & W>a
b
1. ATTACH TO INSIDE OF CONTAINER STANDARD FQRM 700 (8-85) 2 AWElope  Heidb
@ . 700-101 ENVELOPE  GsAyisoo
® H NSN 7540-01-214-5372  Hlescribed by GSA/ISOO $5 R %003





CLASSIFIED MATERIAL

CONTROL CENTER (CMCC)

27 February 2002

INFORMATION AND PERSONNEL

SECURITY PROGRAM BRIEFING PACKAGE FOR CUSTODIANS

CLASSIFIED MATERIAL CONTROL CENTER (CMCC) POINTS OF CONTACT
page 1

COMMAND SECURITY MANAGEMENT





page 2

SECURITY PERSONNEL






page 2

SECURITY EDUCATION






page 3

BRIEFINGS








page 3

MARKING








page 4

INDUSTRIAL OPERATIONS






page 5

ACCOUNTING AND CONTRAOL





page 6

WORKING PAPERS







page 6

INVENTORY OF CLASSIFIED MATERIAL




page 6

TRANSMISSION OF CLASSIFIED MATERIAL




page 7

SAMPLE LETTER SECURITY MANAGER                            


page 8

SAMPLE LETTER DESIGATION OF AUTHORIZED RECIPIENTS FOR 

CLASSIFIED MATERIAL






page 9

SAMPLE LETTER TOP SECRET CONTROL OFFICER APPOINTMENT LETTER
page 10

SAMPLE LETTER SECONDARY CONTROL POINT CUSTODIAN 

APPOINTMENT LETTER






page 11

SAMPLE CHANGE OF CUSTODIAN INVENTOY COVER LETTER

page 12

SAMPLE INVENTORY COVER LETTER





page 13

SAMPLE SF 700 SECURITY CONTAINER INFORMATION/INSTRUCTIONS
page 14

SAMPLE SECURITY DISCREPANCEY NOTACE




page 15

SAMPLE SECURITY CONTAINER CHECK SHEET



page 16

SAMPLE ACTIVITY SECURITY CHECKLIST




page 17

SAMPLE CLASSIFIED MATERIAL CONTROL FORM      



page 18

SAMPLE CLASSIFIED MATERIAL DESTRUCTION REPORT


page 19

POINTS OF CONTACT AT

SECURITY BRANCH

COMMAND SECURITY MANAGER

TITLE








PHONE
Command Security Manager - Mr. Gary W. Johnson                     784-6260

Command OPSEC Officer - CWO4 Ronald C. McGarvey                    784-5711

SNCOIC/STU-III Custodian – GySgt Tyrone Brooks                     784-2626

CLASSIFIED MATERIAL CONTROL CENTER (CMCC)

TITLE








PHONE
EKMS Manager – Ms. Sandra Hyde                                     784-6267

EKMS Administration  – LCpl Josef Surunis                          784-6264

NATO/NWP Custodian – Ms. Darlene White                             784-6266

NATO/NWP Assistant – Vacant                                        784-xxxx

Document Control/Supervisor – Mr. Robb Hanson                      784-6261

Security Assistant/ASCP – Ms Zelda Thomas                          784-6265

Document Control/Administration/ASCP – Cpl Terry Paris             784-6268

Courier/Administration – LCpl David Johnson                        784-6262

Secure FAX                                                         784-2809

Unclassified FAX                                                   784-6269

PERSONNEL SECURITY OFFICE (PSO)

TITLE








PHONE
Asst Security Manager/Personnel Security Officer – Mr. Mike Smith  784-6270

SNCOIC Personnel Security Office – SSgt A. K. Golden               784-6274

Physical Security Specialist – Cpl Robert Byrne                    784-6273

Personnel Security Specialist – LCpl Jeffrey Magnus                784-2651

Personnel Security Specialist – LCpl Steven Jenkins                784-6273

Correspondence Clerk/Visitor Control – Cpl Dustin Short            784-6272

Unclassified FAX                                                   784-6271
INFORMATION ASSURANCE 
TITLE








PHONE
Computer Specialist/Assistant ISSM – Ms. Colleen English           784-6263

Computer Assistant – Vacant                                        784-9795

SIPRNET STU-III                                                    784-2627
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References:   MCBO P5510.1B Information and Personnel Security Program


       SECNAVINST 5510.30A Department of the Navy Personnel Security Program


       SECNAVINST 5510.36 Department of the Navy (DON) Information Security Program 

                      (ISP) Regulation

A.  Command Security Management.  

    1.  Controlling regulations for the Navy’s Information and personnel Security Program are SECNAVINST 5510.30A and SECNAVINST 5510.36, for Marine Corps Base Quantico also refer to MCBO P5510.1B.

    2.  CO’s responsibilities

a.  Safeguard classified information through an effective Program. 

Can impose more stringent requirements than SECNAVINST 5510.36 and 5510.30A if the situation warrants and if they do not impact other commands nor contradict the SECNAVINSTS.

    
b.  Designate in writing key security billets and assistants.

    
c.  Issue written security procedures and emergency plans.

d.  Review/inspect subordinate commands for program effectiveness.

    
e.  Set up an Industrial Security Program (if applicable)

    
f.  Apply risk management, as appropriate, for safeguarding of classified information.

    
g.  Ensure security personnel receive training to support command security education program

    
h.  Ensure performance-rating systems of all DON military and civilian personnel whose duties significantly involve the creation, handling, or management of classified information include a critical security element on which to be evaluated.

B.  Security Personnel.

    1.  Key security members are required to receive as soon after their appointment as possible but prior to assuming the unit’s classified holdings a Command Security Orientation Briefing.  The reason for this briefing is to ensure compliance of regulations and awareness of the Commands Security Programs.  Every effort is being made to assist MCB Quantico security personnel in the performance of their duties.

    2.  Key personnel in the following positions (collateral or full-time) will have a Information and Personnel Security Program Briefing conducted by MCB Quantico, Classified Material Control Center (CMCC).

a.  Security Manager

b.  Information Systems Security Manager (ISSM)

c.  Operational Security (OPSEC) Officer

d.  Communications Material System (CMS) Custodian

e.  Special Security Officer (SSO)
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f.  Top Secret Control Officer (TSCO)

g.  Security Assistants and/or Clerks

h.  Contracting Officer’s Representative (COR)

C.  Security Education.

    1.  Basic Policy. 

a.  The purpose of the Security Education Program is to insure that all personnel at MCB, Quantico and its tenant activities understand the need to protect classified information and how to safeguard it.  The goal is to develop fundamental habits of security to the point that proper discretion is automatically exercised in the discharge of duties, and security of classified information becomes a natural element of every task.

    2.  Responsibilities.  

a.  Guidance to be used in the administration of the security education program is contained in chapter 4 of SECNAVINST 5510.30A.  Special attention is invited to the orientation briefing and debriefing requirements of paragraph 4-6.

3.  Assistance.  

a.  Compliance with chapter 4 of SECNAVINST 5510.30A is of the utmost importance.  A proper security education program will eliminate many problems and violations within the Information and Personnel Security Program.

b.  To make the program work, security specialists are available to assist in the establishment of a security education program and will provide limited training and training aids upon request.  Requests should be directed to the CG MCB (B 054) within 30 days prior to scheduled training.

D.  Briefings.

    1.   Everyone who enters the Navy and Marine Corps is given a basic indoctrination during training at the time of accession.  

    2.  Upon notification that a security clearance/access has been granted, each person who will have access to classified information will be given an orientation briefing by their security manager.  The security manager will use a copy of the booklet “Command Security, A Security Awareness Orientation” for this purpose and then deliver same to the person being briefed.  Personnel presenting briefings will be familiar with the requirements of paragraph 4-5 of SECNAVINST 5510.30A.

    3.  Once a year all personnel who have access to classified information will receive a refresher briefing.

    4.  Once every 2 years, all personnel having access to secret and above information must be given a counterespionage briefing by NCIS.  The CG MCB (B 054) will be responsible for arranging with the MCB NCIS a briefing each January or as soon thereafter as possible.  Normally a standing schedule for the counterespionage briefing is conducted the every other month.  To verify scheduling the P.O.C.  is LCpl R. BYRNE at the personnel security office ext. 6274.
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    5.  It is the responsibility of each organization, that handles classified information to establish and maintain an active security education program to instruct all personnel, regardless of their position, rank, or grade, in current security policy and procedures.  And to SCHEDULE, RECORD and REPORT annual and 2 year counterespionage briefings by NAME and DATE of attendees to the Command Security Branch, Personnel Security Office, for annotation on the master access roster.

E.  Marking.

    1.  Basic Policy.

a.  All classified information shall be clearly marked with the date and office of origin, the appropriate classification level and all required “associated markings” (see paragraph 6-1.5 of SECNAVINST 5510.36 for exceptions to this policy).  “Associated markings” include those markings which identify the source of classification (or for original decisions, the authority and reason for classification); downgrading and declassification instructions; and warning notices, intelligence control markings and other miscellaneous markings (see paragraph 6-7 of SECNAVINST 5510.36 for guidance on the placement of associated markings).

b.  The word “document” is a generic term and it describes the most common form of classified material, but to make explanations more tangible.  Documents take many forms, including publications (bound or unbound), reports, studies, manuals, etc.  Some types of classified material (e.g., correspondence, letters of transmittal, AIS media, recordings, photographs, and electronic messages) have special marking requirements as described in SECNAVINST 5510.36.

c.  The Proper marking of a classified document is the specific responsibility of the original or derivative classifier.  While markings on classified documents are intended primarily to alert holders that classified information is contained in a document, they also serve to warn holders of special access, control or safeguarding requirements.  Classification markings will be in strict compliance as set forth in SECNAVINST 5510.36 6A-1 to 6A-18.

    2.  Placement of Associated Markings.

a.  Associated markings are spelled out in their entirety on the face of a document.  Certain associated markings, (i.e., the “classified by,” “derived from,” “Downgrade to,” “Declassify on,” lines), and certain warning notices (e.g., RD, CNWDI and FRD) are placed on the face of the document in the lower left hand corner (see exhibit 6A-1 of SECNAVINST 5510.36).  Other warning notices (e.g., dissemination and reproduction notices, SIOP-ESI and CRYPTO) and all intelligence control markings are spelled out in their entirety on the face of the document, at the bottom center of the page, above the classification level marking.  See paragraph 6-23 of SECNAVINST 5510.36 for the proper placement of markings on correspondence and letters of transmittal.

b.  Classification markings will be stamped, printed, or written in capital letters, larger than those used in the text document or conspicuously on other material, and, when practical, in the color red.

c.  The only document cover sheets authorized for use by activities at MCB Quantico are as follows:  

(1) Top Secret Cover Sheet, SF 703 NSN 7540-01-213-7901.

(2) Secret Cover Sheet, SF 704 NSN 7540-01-213-7902.

                             (3) Confidential Cover Sheet, SF 705 NSN 7540-01-213-7903

d.  In addition, the following forms will be used by all activities at MCB Quantico.

(1) Security Container information Form, SF 700 NSN 7540-01-214-5372.

(2) Activity Security Checklist, SF 701 NSN 7540-01-213-7899.
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(3) Security Container Check Sheet, SF 702 NSN 7540-01-213-7900.

    3.  Marking AIS Equipment, Media and Hard Copy Products.

a.  Equipment.

(1) Label each CPU, printer and monitor at the level up to which it has been authorized to process classified information.  (Not required if in a totally unclassified working environment.)

(2) Label and control printer ribbons at the highest overall classification level processed on the ribbon.

b.  Media.

(1) Removable media and devices include: Floppy disks, CD-ROM, removable hard drives, magnetic tape reels, cartridges and cassettes, paper reels and magnetic cards.

(2) Label all AIS media with the SF 700 series color-coded labels.

TOP SECRET SF 706 NSN 7540-01-207-5536

SECRET SF 707 NSN 7540-01-207-5537

CONFIDENTIAL SF 708 NSN 7540-01-207-5538

UNCLASSIFIED SF 710 NSN 7540-01-207-5539

CLASSIFIED SF 709 NSN 7540-01-207-5540

F.  Industrial Operations.

    1.  Industrial management does not make original classification determinations but applies the classification decisions of the Government contracting authority.  DON contracting authority will be based on security classification guidance furnished by the DON.  Contraction authority will be based on security classification guidance furnished by the DON.  DOD 5220.22 requires contractors to apply the classification guidance accurately and uniformly.

    2.  Contracting authorities will use DD Form 254, Contract Security Classification Specification, to convey contractual security classification guidance to their contractors.  A simple DD Form 254 is shown in this handout.  Copies of all DD Forms 254 originated at this Base will be forwarded to the CG MCB (B 054).  At the beginning of each new project, project officers will obtain a copy of the DD Form 254 not originated at this base, but dealing with projects/contracts in which MCB is involved, and forward same to the CG MCB (B 054).  

    3.  The DD Form 254 is used by security management personnel to monitor contractors, visitors, and other information as it pertains to security procedures and access to classified material aboard this Base.

G.  Accounting and Control.

    1.  Classified information must be afforded a level of accounting and control commensurate with its assigned classification.  At MCB, Quantico accounting and control of SECRET documents will be managed through the Automated Security Control Program (ASCP). 
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    2.  The Base Classified Material Control Center (CMCC) is a decentralized facility, therefore, with the exception of special category classified material; documents will not be retained at the CMCC but at the division level or Secondary Control Point (SCP).

    3.  All incoming classified material originated locally or by another commands will be entered into the ASCP immediately.  This includes all material coming in through official mail addressed to an activity or individual and material hand carried by personnel of this or other commands.

    4.  All secret documents leaving the CMCC to the SCP’s will have with them two (2) Classified Material Control Forms.  One copy is to be signed and dated by the SCP, and retained by the CMCC, the other is for local use by the SCP’s for their accountability requirements.

    5.  The destruction of documents under ASCP control will be accomplished IAW MCBO P5510.1_, SECNAVINST 5510.30A AND SECNAVINST 5510.36.

H.  Working papers 

    1.   Working papers include classified notes from a training 

course or conference, research notes, drafts, and similar items that are not finished documents.  Working papers that contain classified information shall be:

a.  Dated when created;

b.  Conspicuously marked "Working Paper" on the first page in letters larger than the text;

c.  Marked centered top and bottom on each page with the highest overall classification level of any information they contain;


d.  Protected per the assigned classification level; and

e.  Destroyed, by authorized means, when no longer needed.

    2.  Commanding officers shall establish procedures to account for, control, and mark all working papers in the manner prescribed for a finished document of the same security classification level when retained more than 180 days from date of creation or officially released outside the organization by the originator.

I.  Inventory of Classified Material.

    1.  * An unannounced inspection inventory of all secret controlled material on retention within an activity will be conducted annually by personnel from the CMCC, the inventory will be a physical sighting and accounting for by examination of written evidence of proper destruction, transfer receipt, etc.  During inventories, documents will be audited to determine completeness, accuracy of markings, serial numbers (bar codes), declassification/downgrading instructions, and related control dates.

    2.  * A local computer-generated inventory of secret material will be conducted semiannually (the last working day of January and July) for verification by your unit Security Manager.  Once the material has been physically sighted, the verified inventory will be submitted to the Head, Document Control Section, CMCC, within 10 working days.

    3.  * An inventory must be submitted to the Head, Document Control Section, CMCC, upon relief of custodian.  The change of custodian inventory must be conducted and signed by the incoming custodian prior to the departure of the outgoing custodian and verified by the Security Manager.

NOTE:  * All conducted inventories will be based on your holdings in the Automated Security Control Program (ASCP).                                                                          6

J.  Transmission of Classified Material.

    1.  Basic Policy.

a.  Classified Secret information (documents) received from all sources will be processed through the Security Branch CMCC for registration into the ASCP and for distribution to the appropriate SCP.   

b.  Classified information will be transmitted in the custody of an appropriately cleared individual or by an approved system or carrier, per the provisions of chapter 9 of SECNAVINST 5510.36. 

c.  Top Secret material is received via the Defense Courier Service.  The Base Top Secret Control Officer and the designated assistant located at the Classified Material Control Center (CMCC) are the official Top Secret couriers for this Base.

d.  Secret material will normally be transmitted via the U. S. Postal Service (USPS) registered mail within and between the U. S. and it’s territories subject to the guidelines contained in chapter 9 of SECNAVINST 5510. 36.

e.  For your convenience the moving of classified material from one account to another, near or far by courier or by mail, will be a function of the CMCC, MCB.  Secondary Control Points (SCP)’s need only identify a need for classified items to be moved.  Normally only items accounted for in the ASCP will be afforded this courtesy.

f.  During times of emergencies or when the CMCC courier is not available SCP’s may courier items to and from the CMCC, as there needs dictate IAW chapter 9 SECNAVINST 5510.36.  

    2.  Addressing.

a.  Address classified material to an official Government activity or DoD contractor only and not to an individual.  This requirement is not intended, however, to prevent use of office code numbers or such phrases in the address as “Attention: Mr. or Ms Jones,” or similar aids in expediting internal routing, in addition to the organization address.  

b.  To ensure proper shipment of classified material, the SCP’s are required to provide the CMCC, with two (2) type written “To:” labels, no more then 5 lines in all upper case letters, no punctuation except for a hyphen in the zip code.

c.  Packaging, wrapping, registration, transmittals, mailing and tracers will all be accomplished by the CMCC as required.  
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LETTER HEAD

  5510

  (Originator Code)

  (Date)

From:  Activity Head

To:    Individual Appointee

Subj:  DESIGNATION OF SECURITY MANAGER

Ref:   (a) SECNAVINST 5510.30A


  (b) SECNAVINST 5510.36

       (c) MCBO P5510.1_

1.  In compliance with the provisions of references (a), (b) and (c), you are designated as the Security Manager for (Unit/Activity).

2.  You are directed to familiarize yourself with the duties of the Security Manager, utilizing paragraphs 2-3 and 2-4 of reference (a), paragraph 2-2 of reference (b) and reference (c) were applicable in the performance of your duties.

3.  Previous appointments as Security Manager are revoked.

SIGNATURE

Copy to:

CG MCB (B 054)

Unit/Acty Scty Mgr

(Sample - Letter Security Manager Appointment.)

8

LETTER HEAD









  5510



 






  (Originator Code)










  (Date)

From:  (Unit/Organization)

To:    Commanding General, Marine Corps Base (B 054) (Attn:

  Head, Classified Material Control Center)

Subj:  DESIGNATION OF AUTHORIZED RECIPIENTS FOR CLASSIFIED

  MATERIAL

Ref:  (a) SECNAVINST 5510.36

 (b) MCBO P5510.1_

1.  Per reference (a) and (b), the following persons whose specimen signatures appear below are authorized to receipt for classified material for         (Unit/Organization)         up to and including the classification indicated.

Name/Grade/SSN

     Classification

Signature
                         Authorized

______________________   ________________    ___________________

______________________
________________    ___________________

______________________   ________________    ___________________

______________________   ________________    ___________________

______________________   ________________
___________________

______________________   ________________    ___________________

______________________   ________________    ___________________

______________________   ________________    ___________________

2.  This certificate cancels and supersedes all previous certificates.

                                  (SIGNATURE)

Copy to:

CG MCB (CMCC)  (2)

Unit File

(Sample - Letter Designation of Authorized Recipients, Classified Material.)
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LETTER HEAD

  5510

  (Originator Code)










  (Date)

From:  Activity Head

To:    Individual Appointee

Subj:  APPOINTMENT AS TOP SECRET CONTROL OFFICER

Ref:   (a) SECNAVINST 5510.30A


  (b) SECNAVINST 5510.36

       (c) MCBO P5510.1_

1.  In compliance with the provisions of reference (a), (b) and (c), you are appointed as the Top Secret Control Officer for (Unit/Activity).

2.  You are directed to familiarize yourself with the duties of the Top Secret Control Officer utilizing paragraph 2-10 of reference (a), paragraph 2-3 of reference (b) and reference (c) were applicable in the performance of your duties.

3.  Previous appointments as Top Secret Control Officer are revoked.

(SIGNATURE)

Copy to:

CG MCB (B 054)

Unit/Acty Scty Mgr

(Sample - Letter Top Secret Control Officer Appointment.)
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LETTER HEAD










  5510










  (Originator Code)









  (Date)

From:  Activity Head

To:    Individual Appointee

Subj:  APPOINTMENT AS CLASSIFIED MATERIAL CUSTODIAN

Ref:   (a) SECNAVINST 5510.30A


  (b) MCBO P5510.1_

1.  In compliance with the provisions of references (a) and (b), you are appointed as the Classified Material Custodian for (Unit/Activity).

2.  You are directed to familiarize yourself with the duties of the Secondary Control Point Custodian utilizing paragraph 2-6.2 of reference (a) and paragraph 2003.3 of reference (b) and other directives as are required in the performance of your duties.

3.  Previous appointments as Classified Material Custodian are revoked.

          SIGNATURE

Copy to:

CG MCB (B 054)

Unit/Acty Scty Mgr

(Sample - Letter Format of Secondary Control Point Custodian Appointment.)
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LETTER HEAD










5510










(Originator Code)










(Date)

From:  Activity/Secondary Control Point

To:    Head, Document Control Center, CMCC, Marine Corps Base

Subj:  CHANGE OF CUSTODIAN INVENTORY OF CLASSIFIED MATERIAL

Ref:   MCBO P5510.1_

Encl:  ASCP, print out of inventoried material

1.  Per the reference, an inventory of all controlled SECRET holdings was conducted on (DATE).  The enclosure is a detailed list of classified material, held by this sub-account.

2.  Point of Contact for this matter is (Primary Custodian or Alternate or Security Coordinator), (Telephone number).

          (Incoming Custodian)

           SIGNATURE






           (Security Manager)

           SIGNATURE







          Verified by

Copy to:

CG MCB (B 054)

Unit/Acty Scty Mgr

(Sample - Change of Custodian Inventory cover Letter.)
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LETTER HEAD










5510










(Originator Code)










(Date)

From:  Activity/Secondary Control Point

To:    Head, Document Control Center, CMCC, Marine Corps Base

Subj:  SEMIANNUAL INVENTORY OF CLASSIFIED MATERIAL

Ref:   MCBO P5510.1_

Encl:  ASCP, print out of inventoried material

1.  Per the reference, an inventory of all controlled SECRET holdings was conducted on (DATE).  The enclosure is a detailed list of classified material, held by this sub-account.

2.  Point of Contact for this matter is (Primary Custodian or Alternate or Security Coordinator), (Telephone number).

               (Custodian)

           SIGNATURE






            (Security Manager)

           SIGNATURE







          Verified by

Copy to:

CG MCB (B 054)

Unit/Acty Scty Mgr

(Sample - Inventory cover letter.)
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SECNAVINST 5510.36, paragraph 10-12.

Combination changes can be made only by

Individuals with that responsibility and the 

Appropriate security clearance level.

(To request Combination Changes

Use NAVFAC form 9.

Base locksmith is Danny DYE ext. 5022)

Combinations shall be changed:

a. When  first placed in use;

b. When an individual knowing the combination no

Longer requires access to it unless other sufficient

controls exist to prevent access to the lock;

c. When a combination has been subjected to

compromise; or 

d. When taken out of service.

SECNAVINST 5510.36, paragraph 10-12.  

does not alter the policy for combination changes

contained in USSAN 1-69, United States Security 

Authority for NATO, paragraph 60, page 1-32.

All combination envelopes are maintained in

the MCB Quantico, CMCC.
(Sample - Security Container Information SF-700)
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[image: image2.png]SECURITY DISCREPANCY NOTICE
OPNAV 5511/51 (5-80) S/N 0107-LF-055-5355 (This form replaces OPNAV. 5511/8; 22 and 24 which are obsolete)

FROM DATE
—
REF
a. b. OPNAVINST 5510.1 SERIES
(Insert ref. (a))
ENCL

TO: ™

L

(Note — This form may be mailed
in a window envelope.)

1. Reference (a) has been found to be inconsistent with or in contravention of reference (b) for the reason(s) checked below.

2. If applicable, corrective action should be taken and where this involves changing classification, all holders of reference (a) should be notified accordingly.

IMPROPER TRANSMITTAL/PACKAGING
1T

SENT VIA NON-REGISTERED/
NON-CERTIFIED MAIL

CLASSIFICATION NOT MARKED ON
INNER CONTAINER

RECEIVED IN POOR CONDITION;
COMPROMISE IMPROBABLE

SENT IN SINGLE CONTAINER

NO RETURN RECEIPT

—

ADDRESSED IMPROPERLY

BASIC CLASSIFICATION

OVERALL MARKINGS

MARKINGS ON OUTER CONTAINER
DIVULGE CLASSIF. OF CONTENTS

INADEQUATE WRAPPING; NOT
SECURELY WRAPPED OR PROTECTED

|

OTHER (Specify)

CLASSIFICATION

QUESTIONABLE

|

DOCUMENT SUBJECT
MARKING

CHART, MAP OR DRAWING

MARKING

=

PARAGRAPH/COMPONENT
MARKINGS

DOCUMENT TRANSMITTAL
MARKING

PHOTO, FILM OR RECORDING
MARKING

MESSAGE MARKING

OTHER (Specify)

DOWNGRADING/DECLASSIFICATION

CLASSIFICATION AUTHORITY NOT
IDENTIFIED OR UNAUTHORIZED 1

DOWN GRADING DATA
INCORRECT

-

DECLASSIFICATION (OR REVIEW)
DATA OMITTED OR INCORRECT

OTHER (Specify)

Fold herefwilh face of form in view

COMMENTS (Continue on reverse, if necessary)

COPY TO: OP-009D (WITH ADDRESSEE DELETED)

SIGNATURE

TITLE





(Sample - Security Discrepancy Notice OPNAV 5511/51)
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[image: image3.png]SECURITY CONTAINER CHECK SHEET

(f required) (f required)
TO THRU

| CERTIFY, BY MY INITIALS BELOW, THAT | HAVE OPENED,
CLOSED OR CHECKED THIS SECURITY CONTAINER

IN ACCORDANCE WITH PERTINENT AGENCY REGULATIONS
AND OPERATING INSTRUCTIONS.

GUARD CHECK
OPENED BY CLOSED BY. CHECKED BY (if required)
INITIALS | TIME INITIALS | TIME INITIALS | TIME INITIALS | TIME

SECURITY CONTAINER CHECK SHEET

W ROOM NO. BUILDING CONTAINER NO.

CERTIFICATION

| CERTIFY, BY MY INITIALS BELOW, THAT | HAVE OPENED,
CLOSED OR CHECKED THIS SECURITY CONTAINER

IN ACCORDANCE WITH PERTINENT AGENCY REGULATIONS
AND OPERATING INSTRUCTIONS.

MONTH/YEAR

GUARD CHECK
OPENED BY CLOSED BY CHECKED BY (if required)

INITIALS INITIALS | TIME INITIALS INITIALS

e e e e e e e e e ——— 3H3H G704—S$301S HLOE 40 35N T4 HO4 0704 ISYIATH—IHIH 00— e e —

702-101 STANDARD FORM 702 (8-85)
NSN 7540-01-213-7900 g;eg&mzn By GSA/ISQ0

*U.8.GP0O:1988-0-231-477




(Sample - Security Container Check Sheet)
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[image: image4.png]ACTIVITY SECURITY CHECKLIST

Irregularities discovered will be promptly reported to the desig-

nated Security Office for corrective action.

TO (If required)

ITEM

Statement

ROOM NUMBER MONTH AND|

THROUGH (If required)

17

1

8

YEAR

| have conducted a security inspection of this work area and checked all the items listed below.

1. Security containers have been locked and
checked.

. Desks, wastebaskets and other surfaces
and receptacles are free of classified
material.

. Windows and doors have been locked
(where appropriate).

4. Typewriter ribbons and ADP devices (e.g.,

disks, tapes) containing classified material
have been removed and properly stored.

5. Security alarm(s) and equipment have
been activated (where appropriate).

INITIAL FOR DAILY REPORT

TIME

701-101
NSN 7540-01-213-7899

«U.S. GPO: 1987-181-247/60090

STANDARD FO
Prescribed by GSj
32 CFR 2003

RM 701 (8-85)
A/ISOO





(Sample - Activity Security Checklist)
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[image: image5.png]Classified Material Control Form
The Attached Material is Classified

Command Control Number ORIGINATOR

Received From: ENCLOSURES

Document Date:
Total Pages:
Copy Number:

Subject:
Short Title
Long Title

Document Routing

Route to Directorate: Intermediate Level Identification:

Action | Date Signature Returned

Declassification Information
Reason for Classification or Exemption Catagory: Delassification Date:

REGISTERED #/COURIER # Command Control Number

Date Printed: The Attached Material is Classified:
6/17/99





(Sample - Classified Material Control Form)
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[image: image6.png]CLASSIFICATION (Indicate when title or
other identification is classified)

CLASSIFIED MATERIAL DESTRUCTION REPORT
OPNAV 5511/12 (REV. 8-75) S/N 0107-LF-0556-1160

T0:

FROM (Name and address of activity)

The classified material described below has been destroyed in ac- The purpose of this form is to provide activities with a record of
cordance with regulations established by the Department of the Navy destruction of classified material. Also, copies may be utilized for
Information Security Program Regulation, OPNAV INSTRUCTION reports to activities originating material, where such reports are
5510.1E. necessary.

DESCRIPTION OF MATERIAL

LOG/ TOTAL
ATE PY NO.| ROUTE ENCLOSURES NO.
SERIAL/DTG ORIGINATOR D COPY No. | ROUTE | O o | pacis

OFFICER OR INDIVIDUAL AUTHORIZING DESTRUCTION (Signature, Rank/Rate/Grade) DATE OF DESTRUCTION

| —
WITNESSING OFFICIAL (Signature, Rank/Rate/Grade) WITNESSING OFFICIAL (Signature, Rank/Rate/Grade)





(Sample – Classified Material Destruction Report)
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