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1.  Purpose.  The purpose of this SOP is to provide detailed supplemental instructions for handling, accounting, and disposition of Communications Security (COMSEC) to all Communications Security Material System (CMS) users and accounts established as Local Elements (LE) within Marine Corps Base Quantico as applicable within the provisions of the references.





2.  Cancellation.  MCBO 2200.1





3.  Information.  The Communications Security Material System is designed to ensure that highly sensitive classified information and equipment are protected by providing strict accountability throughout their existence.





4.  Operating Principles of CMS.  The operating principles of CMS are based on the following safeguards:





    a.  A continuous chain of custody receipts by use of transfer reports and local custody documents.





    b.  Positive accounting records, such as periodic inventory reports, destruction records, transfer reports, and local custody records.





    c.  The requirements for the immediate reporting of COMSEC material insecurities and practices dangerous to security.
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5.  Definitions





    a.  Electronic Key Management Systems (EKMS).  Interoperable


collection of systems designed by the U.S. Government to automate the planning, ordering, generating, distributing, storing, filling, using, and destroying of electronic key and management of other types of COMSEC material.





    b.  EKMS Account.  An administrative entity, identified by a six-digit account number (same number as account's EKMS ID), responsible for maintaining accountability, custody and control of COMSEC material.  Also identified as or referred to as COMSEC account and/or CMS account.





�
    c.  Staff CMS Responsibility Officer (SCMSRO).  The Commanding General, Marine Corps Base (CG, MCB), has overall responsibility for the Command’s EKMS account.  A flag or general officer in command status, or any officer occupying the billet of a flag or general officer with Command status, may either assume personal responsibility for routine CMS matters or may designate the responsibility to a senior staff officer (0-4) (or select)/GS-12 and above).  Officers not meeting the above requirement may not designate a SCMSRO.  Article 440 of reference (b) specifies that this responsibility cannot be re-delegated and must revert back to the CG in the absence of the SCMSRO.  At MCB, Quantico the Command Security Manager is designated as the SCMSRO and is responsible for ensuring compliance with established policy governing COMSEC material.  The SCMSRO will conduct random, unannounced visits and/or inspections of CMS vaults, communication centers, and areas where CMS materials are used and stored, at least quarterly (Article 450h of reference (b).





    d.  EKMS Manager.  Individual designated in writing to manage COMSEC material issued to an EKMS account.  The EKMS Manager is the SCMSRO’s primary advisor on matters concerning the security and handling of COMSEC material and the associated records and reports.  The Command EKMS Manager represents the CG, MCB for COMSEC material held by the Command and, when applicable, reports routine matters to the SCMSRO.





    e.  Alternate EKMS Manager(s).  Individual(s) designated in writing by the SCMSRO, and is responsible for assisting the EKMS Manager in the performance of his/her duties and assuming the duties of the EKMS Manager in his/her absence.  Alternate 
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Manager(s) share equally with the EKMS Manager the responsibility for the proper management and administration of an EKMS account.





    f.  Local Element.  Command/Activity(s) who require COMSEC support from an EKMS numbered account and whose SCMSRO is the same as the parent account.





    g.  CMS User.  Individual responsible for the proper security, control, accountability, and disposition of the COMSEC material placed in their charge.  CMS User is also referred to as a local element entity.





    h.  CMS Witness.  Individual who assists EKMS Manager or user personnel in the proper execution of tasks related to the handling and safeguarding of COMSEC material (e.g., receipt, destruction, inventory, and adherence to Two Person Integrity (TPI) handling requirements.





6.  Responsibilities





    a.  The EKMS Manager may issue COMSEC material to properly cleared and authorized user personnel who have a need-to-know from within or outside the EKMS account command.  All personnel who require access to COMSEC material are required to be appointed in writing by the Commanding Officer of the EKMS account utilizing the CMS Responsibility Acknowledgment Form.  The Acknowledgment Form, (Enclosure 1) will be endorsed by the person requiring access to COMSEC material and returned to the EKMS Manager within 48 hours.  Additionally, Local Elements are required to provide the EKMS Manager a letter of authorization to draw COMSEC material on a regular basis, (Enclosure (2)).  When a user relationship exists between a EKMS Account command and a command or unit not under the jurisdiction of the SCMSRO of the CMS Account Command, a letter of agreement, is required in accordance with reference (a) Article 615.c.  In the letter of agreement, the user command must agree to abide by and adhere to the policy and procedures in CMS 1A, CMS 21, CMS 6 and CMS 5, and in the CMS instructions issued by the EKMS Account Command concerning proper security, control, accountability, and destruction of the COMSEC material held by the user command.





    b.  CMS users, whether they personally sign for COMSEC material on local custody or are using COMSEC material signed for by someone else (e.g., a watch supervisor), are responsible for 
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the proper security, control accountability, and disposition and or destruction of the material.  A CMS user must, therefore, comply with applicable security, control, and internal accountability procedures outlined in reference (a), CMS


instructions published by the command and higher authority, and


other related CMS administrative and procedural publications.  CMS users must also comply with CMS technical and managerial guidance and instructions issued by the SCMSRO or the EKMS Manager of the account.  CMS users may not receive COMSEC material from more than one EKMS account.





7.  Handling and Storage of CMS Material





    a.  All COMSEC material must be protected and safeguarded against loss, compromise, and unauthorized disclosure at all times.  All personnel requiring access to COMSEC material will be designated in writing, by means of an access roster controlled and maintained by the Command Security Manager. 





    b.  Established LE’s will routinely receive physical and or electronic COMSEC material from the EKMS Manager.  You will be required to receipt for this material utilizing established transfer of material procedures.  Enclosure (3) is an example of a LE CMS receipt (SF 153).  TPI will be in effect for all LE's receipting for Top Secret CMS material, meaning that two persons must be present and remain within sight of each other and the TPI material whenever it is accessed or handled, from receipt, fill, storage and destruction.





    c.  CMS material must be stored separately from other classified material, regardless of classification.  Top Secret CMS material must also be stored separately from Secret and Confidential material.  In addition, effective, superseded, and reserve onboard material must be separated from each other.  Accessibility, security, and emergency action must also be considered when separating-this material.





    d.  Strict accountability and control of all CMS material assigned to the watch or duty section must be maintained.  In a continuously manned facility, a security check will be conducted once per shift, at least once every 24 hours, to ensure that all classified COMSEC information is properly safeguarded, and that physical security protection systems/devices (e.g., door lock and vent covers) are functioning properly.
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    e.  In a non-continuously manned facility, conduct a security check prior to departure of the last person to ensure the facility entrance door is locked and where installed, Intrusion Detection Systems (IDS) are activated.





    f.  Where a facility is unmanned for periods greater than 24 hours (e.g., during weekends and holidays), the facility is to be protected by an approved IDS.  A check must be conducted at least once every 24 hours to ensure that all doors to the facility are locked, and that there have been no attempts to forced entry.





    g.  Under no circumstances will CMS material be issued to non-CMS cleared personnel.  Immediately upon receipt of the CMS material, LE's are directed to proceed without delay to the authorized facility where the material will be used or stored.  If long delays are anticipated from receipt to storage, it is recommended the material be held at the point of origin until it can be transported safely and without delay.





8.  Storage Requirements and Combinations





    a.  Store COMSEC material only in containers and spaces approved for their storage.  Unless COMSEC material is under the direct control of authorized persons, keep the containers and spaces locked.





    b.  Store unclassified, unkeyed equipment in a manner sufficient to preclude any reasonable chance of pilferage, theft, sabotage, tampering, or access by unauthorized persons.





    c.  Store classified, unkeyed equipment in the same manner as classified material of the same classification.





    d.  Protect all keyed equipment based on the classification of the equipment or the keying material, whichever is higher.  Additionally, ensure that procedures are in effect to prevent unauthorized use of the equipment or extraction of its key.





    e.  Protect computer systems performing COMSEC functions by hardware and software controls to prevent unauthorized access and penetration.  Protect machine readable copies of COMSEC programs in accordance with their classification.





    f.  Comply with applicable information on supplementary 
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controls (e.g., guards and alarms) for safeguarding classified material in accordance with SECNAVINST 5510.36 (series).





    g.  Each lock must have a combination composed of randomly selected numbers based on constraints of the manufacturer.  The combination must not deliberately duplicate a combination


selected for another lock within the Command and must not be


composed of successive numbers, numbers in a systematic sequence, or predictable sequences (e.g., birth dates, social security numbers, phone numbers).





    h.  Combinations must be changed as follows:





        (1) When the lock in initially placed in use.





        (2) When any person having knowledge of the combination no longer requires access (e.g., loss of clearance, transfer).





        (3) When the possibility exists that the combination has been subjected to compromise.





        (4) At least once every 2 years.





    i.  Lock combinations shall be classified and safeguarded the same as the highest classification of the material being protected by the combination.





    j.  A central record of the lock combinations for all COMSEC material security containers must be maintained in a security container (other than the container where CMS material is stored) approved for storage of the highest classification of the material protected by the combination locks.





    k.  Combinations to COMSEC material security containers must be protected as follows:





        (1) Each combination must be recorded and individually wrapped in aluminum foil and protectively packaged in a separate SF-700 combination envelope.  All COMSEC combinations, (SF 700's) will be maintained at the CMCC by the EKMS Manager, MCB, Quantico.





        (2) Laminate each envelope in plastic (like an identification card) or seal in plastic tape.
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        (3) The names, address and telephone number of the individual(s) authorized access to the combinations must be recorded on the front of the envelope.





        (4) Individual protectively wrapped envelopes may be stored in the same single-lock security container.





        (5) Inspect the envelopes monthly to ensure they have not been tampered with.





        (6) In an emergency, (natural or man-made) when there is not sufficient time to formally (in writing) authorize CMS cleared personnel to open the COMSEC material security container to perform an emergency destruction, the EKMS Manager may direct (verbally) the Department Head, Security Manager or Section Head to open the container containing CMS Material as long as there are at least two CMS cleared individuals present to conduct and witness the emergency opening.  If there is sufficient time to perform the emergency destruction, the EKMS Manager and the assistant would witness and authorize opening the container onsite.  After an emergency opening, the official who opened the container will make an after-the-fact report to the person in charge of the container.  The individuals responsible for an emergency opened container must immediately conduct a complete inventory of the COMSEC material, and change the combinations as soon as possible.





    l.  COMSEC keying material designated for NATO use may be stored together with other COMSEC material.





    m.  Unless absolutely necessary, do not place COMSEC material containers in commonly used passageways or other spaces where access cannot be controlled.





    n.  A security container information form (Standard Form 700) must be placed on the inside of each COMSEC storage container.





    o.  A security container open/closure log (Standard Form 702) must be maintained for each lock on a COMSEC storage container.  If an X-07 lock is used to maintain TPI, a SF 702 will be used for each combination.  Each opening and closure of the container must be annotated on the accompanying Standard Form 702.
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9.  Access Restrictions and Controls





    a.  Limit unescorted access to individuals whose duties require such access, and who meet the access requirements of reference (a), Article 510.





    b.  Enter the names of persons having regular duty


assignments in the space on a formal access list.





    c.  The responsible authority, Agency Security Managers, may grant access to cleared and un-cleared visitors, provided they require such access.  Un-cleared visitors must be continuously escorted by a properly cleared person whose name is on the access list.  (Note: When un-cleared repairmen are admitted to perform maintenance on commercially contracted information processing equipment connected to circuits protected by cryptographic equipment, the escort shall be a CRYPTO repair person or other technically qualified person.  (Example Visitor Access Register is contained in Enclosure (5)).





    d.  Record all visits in the visitor register and retain the register for at least 1 year.  The visitor register, at a minimum, will contain the following:





        (1) Date/time of arrival and departure


        (2) Printed name and signature of visitor 


        (3) Purpose of visit


        (4) Signature of authorized individual admitting the visitor(s)





10.  Accountability





     a.  CMS material is unique in that each item of material, regardless of its use, is identified by a distinctly different short title, edition, and in most cases an accounting number.  Every piece of COMSEC material that is charged to your account is assigned an accounting legend code (ALC).  ALC 1, 2 and 4 apply to physical COMSEC material.  ALC 6 and 7 are specifically designed for electronic key.  These ALC's are very important because they tell you how to account for the material in your possession.





     b.  As a Local Element (LE), you are responsible for ensuring compliance with the following reporting and inventory requirements as follows:
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         (1) In cases where COMSEC material has been compromised or the possibility of compromise exists, used before authorized use, or destroyed before the authorized destruction date, notify the Electronic Key Management System Manager (EKMS Manager) immediately.





         (2) Conduct an inventory semiannually or when directed by the EKMS Manager.  Submit a copy of the current inventory to the EKMS Manager within 5 working days of completion.  Further, when the CMS responsible person(s) are reassigned, relieved, or transferred from CMS duties, an inventory will be conducted and reported to the EKMS Manager within 24 hours of the personnel change.  Enclosure (4) is an example local element inventory.





11.  Disposition and Destruction of COMSEC Material





     a.  All COMSEC material, paper-based and electronic, must be disposed of in accordance with the directions provided by higher authority.  Disposition instructions for ALC 7 material will be obtained from the Controlling Authority and provided to you by the EKMS Manager.





     b.  In the interest of maintaining communications security and a high state of operational readiness, COMSEC material must never be used before it is authorized for use and must never be destroyed before it is authorized for destruction.  Regarding CMS material, the authorized use date is referred to as the “effective” date.  A material's authorized destruction date is referred to as its "supersession" date.  Both effective and supersession dates of a COMSEC material item are referred to collectively as the material's status.





     c.  With the exception of COMSEC equipment, almost all COMSEC material is assigned effective and supersession dates.  These effective and supersession dates are made available to LE's by the EKMS Manager.  The manager will advise all LE personnel of the status of material issued to them.





     d.  LE's are authorized to conduct monthly destructions utilizing CMS Form 25, COMSEC Keying Material Local Destruction Report.  The basis for these destructions will be contained in a message, released by the controlling authority.  The EKMS Manager will provide the message to the LE's.  The CMS 25 will be returned to the EKMS Manager along with the empty key Container.  
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The CMS 25 and the empty key Container must be returned to the EKMS Manager the first working day of the month following supersession of the material (e.g., material supersedes 21 January 2000, the completed CMS 25 should be returned by 1 February 2000.)





12.  Routine Destruction Methods





     a.  All destructions must be completed by two cleared persons.  The two individuals conducting destruction of COMSEC material must not complete destruction documents until


after the material has actually been destroyed.  Therefore, the two individuals conducting the destruction must personally witness the complete destruction of the material.





     b.  Destroy paper COMSEC material by burning, crosscut (double-cut) shredding, pulping, chopping or pulverizing.





     c.  When burning, the combustion must be complete so all material is reduced to white ash and contained so that no unburned pieces escape.  Inspect ashes and break up or reduce to a sludge if necessary.





     d.  Placing superseded keying material in a burn bag does not constitute a complete destruction.  Under no circumstances place COMSEC material in a burn bag.  A complete destruction is the actual destruction by burning, shredding, or other authorized means that makes recovery or reproduction impossible.





     e.  Pulping (wet process) devices, chopping or pulverizing (dry process) devices must reduce the residue to bits no larger than five millimeters (5mm) in any dimension.  A good quality multi-speed household blender may be used.





     f.  Crosscut shredders must reduce the residue to shreds no more than 3/64-inch (1.2mm) by 1/2-inch (13mm) or 1/35- inch (0.73mm) by 7/8-inch (22.2mm).





     g.  When destroying small amounts of keying material (i.e., key tape segments or key cards), add an equal amount of other classified or unclassified material of similar composition before shredding.





13.  COMSEC Incidents and Reporting Requirements
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     a.  Immediately report any of the following COMSEC incidents to the EKMS Manager.  Any delay in reporting a COMSEC incident could result in serious damage to national security.





     b.  COMSEC incidents are divided into three categories:


           


         (1) Cryptographic





         (2) Personnel





         (3) Physical





     c.  Examples of Cryptographic Incidents:





         (1) Use of COMSEC keying material that is compromised, superseded, defective, previously used (and not authorized for reuse), or the incorrect application of keying material; such as:





         (2) Use of keying material that was produced without the authorization of National Security Agency (NSA) (e.g., homemade maintenance, DES key, or codes).  (Note: NSA authorization to generate key in the field is implicit in the publication of operating instructions for cryptosystems that possess that capability.)





         (3) Use, without NSA authorization, of any keying material for other than its intended purpose.





         (4) Unauthorized extension of a crypto period.





         (5) Use or attempted use of a Key Generator/Key Processor (e.g., KG-83, KP) beyond its mandatory re-certification date without prior approval or as indicated in Article 933.0 of reference (a).





         (6) Use of COMSEC equipment having defective cryptographic logic circuits, or use of an unapproved operating procedure; such as:





         (7) A connection between the Local Management Device (LMD) and a Top Secret system/device other than the Key Processor (KP).





         (8) Plain text transmission resulting from a COMSEC equipment failure or malfunction.
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         (9) Any transmission during a failure, or after an uncorrected failure that may cause improper operation of COMSEC equipment.





         (10) Operational use of equipment without completion of required alarm check test or after failure of required alarm check test.





         (11) Use of any COMSEC equipment or device that has not been approved by NSA.





         (12) Discussion via non secure telecommunications of the details of a COMSEC equipment failure or malfunction.





         (13) Detection of malicious codes (viruses) on the EKMS system.





         (14) Any other occurrence that may jeopardize the crypto security of a COMSEC system.





     d.  Examples of Personnel Incidents:





         (1) Known or suspected defection.





         (2) Known or suspected espionage.





         (3) Captured by an enemy of persons who have detailed knowledge of cryptographic logic or access to keying material.





         (4) Unauthorized disclosure of Personal Identification Numbers (PIN) and/or passwords that are utilized on systems which allow access to COMSEC material/information.





         (5) Unauthorized disclosure of information concerning COMSEC material.





         (6) Attempts by unauthorized persons to effect disclosure of information concerning COMSEC material.





NOTE:  For COMSEC purposes, a personnel incident does not include instances of indebtedness, spousal abuse, child abuse, substance abuse, or unauthorized absence (when there is no material missing or reason to suspect espionage or defection).





     d.  Examples of Physical Incidents:
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         (1) The physical loss of COMSEC material.  Includes whole editions as well as classified portion thereof (e.g., a 


classified page from a maintenance manual, key tape segment). (NOTE: If a record of destruction is required but is not available, the material must be considered lost.)





         (2) The physical loss and/or compromise of KP CIKS, KP keys (EKMS Firefly and EKMS MSK), all KP related KSD-64A's which contain, or may contain, EKMS related information, and any floppy disk containing key or other EKMS information.





         (3) Unauthorized access to COMSEC material by un-cleared persons.





         (4) Unauthorized access to COMSEC material by persons inappropriately cleared.





         (5) COMSEC material discovered outside of required accountability or physical control; for example:





             (a) Material reflected on a destruction report as having been destroyed and witnessed, but found not to have been destroyed.





             (b) Material left unsecured and unattended where unauthorized persons could have had access.





             (c) Failure to maintain required TPI for Top Secret keying material, except where a waiver has been granted.





         (6) COMSEC material and/or EKMS components improperly packaged or shipped.





         (7) Receipt of classified equipment, CCI equipment, or keying material marked or designated CRYPTO with a damaged inner wrapper.





         (8) Destruction of COMSEC material by other than authorized means.





         (9) COMSEC material not completely destroyed and left unattended.





         (10) Actual or attempted unauthorized maintenance 
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(including maintenance by unqualified personnel) or the use of a maintenance procedure that deviates from established standards.





         (11) Tampering with, or penetration of, a cryptosystem; for example:





              (a) COMSEC material received in protective packaging (e.g., key tape canisters) which shows evidence of tampering.





              (b) Unexplained (unaccountable) zeroization and/or damage of the KP.





              (c) Unexplained (undocumented) removal of keying material from its protective technology.





              (d) Known or suspected tampering with or unauthorized modification of COMSEC equipment.





              (e) Discovery of a clandestine electronic surveillance or recording device in or near a COMSEC facility.





              (f) Activation of the anti-tamper mechanism on, or unexplained zeroization of, COMSEC equipment when other indications of unauthorized access or penetration are present.





NOTE:	  1.  Hold information concerning tampering with COMSEC equipment, penetration of protective technologies, or clandestine devices on a strict need-to-know basis.  Immediately report to the EKMS Manager.





       2.  When tampering or penetration is known or suspected, wrap and seal the material along with all protective technologies and place the package in the most secure, limited-access storage available.  The material must not be used or otherwise disturbed until further instructions are received from the EKMS Manager.





       3.  Where a clandestine surveillance or recording device is suspected, do not discuss it in the area of the device.  Take no action that would alert the COMSEC exploiter, except on instructions from the EKMS Manager.  Take no action that would jeopardize potential evidence.





           (12) Unauthorized copying, reproduction, or photographing of COMSEC material.
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           (13) Deliberate falsification of COMSEC records.





           (14) Any other incident that may jeopardize the physical security of COMSEC material.





14.  Practices Dangerous to Security (PDS's)





     a.  The PDSs listed below, while not reportable to the national level (NSA), (are practices which have the potential to jeopardize the security of COMSEC material, if allowed to perpetuate.  Report all PDSs to the EKMS Manager immediately.





     b.  Identification of PDSs





         (1) Improperly completed accounting reports (i.e., unauthorized signatures, missing signatures or required accounting information, incomplete short title information).





         (2) Physical COMSEC keying material transferred with status markings still intact.





         (3) The loss or mailing of SF 153 forms with status dates annotated for material listed.





         (4) Loss of a User or Master CIK.





         (5) CIK failure.





         (6) Failure of a STU-III terminal to re-key.





         (7) Utilizing a STU-III terminal in the secure mode with a display failure.





         (8) Failure to adequately secure or remove CIK from an unattended STU-III terminal.  (This is a COMSEC incident if the terminal is located in a space not approved for the open storage of material to the classification level of the installed key).





         (9) COMSEC material not listed on account or local element local inventory documents.





         10) Issue of paper-based keying material, without authorization, more than 30 days before its effective period.
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         (11) Late destruction of paper/electronic COMSEC material (i.e., destruction not completed within the timeframes


in this letter when the material was properly safeguarded), except where a waiver has been granted.





         (12) Removing keying material from its protective packaging prior to issue for use, or removing the protective packaging without authorization, as long as the removal was documented and there was no reason to suspect espionage.





         (13) Receipt of a package with a damaged outer wrapper, but an intact inner wrapper.





         (14) Activation of the anti-tamper mechanism on, or unexplained zeroization of, COMSEC equipment (not including the KP), as long as no other indications of unauthorized access or penetration were present.





         (15) Inadvertent (i.e., early) destruction of COMSEC keying material, or destruction without authorization of the controlling authority (CA) as long as destruction was properly documented.  (NOTE:  Whenever this occurs, annotate the destruction record of the material as follows: “Material destruction was not authorized, but was properly destroyed and witnessed”.  See Article 1410 of reference (a), if re-supply of destroyed material is required.





15.  Reportable Practices Dangerous to Security (PDSs)





     a.  The following PDSs are reportable to higher headquarters.  Immediately report any PDSs within this category without delay to the EKMS Manager.





     b.  Identification of PDS's





         (1) Premature or out-of-sequence use of keying material before its effective date, as long as the material was not reused.





NOTE:	  Premature use is defined as an on-the-air attempt to establish communications/transmit data.  If material prematurely used is reused without consent of the Controlling Authority, report as a CRYPTOGRAPHIC incident in accordance with reference (a), Chapter 13.
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         (2) An unattended KP when log-on-procedures have taken place.  Report in accordance with reference (a), Chapter 13, if unauthorized access has taken place during the period that the KP was left unattended.





16.  Secure Telephone Unit STU-III.  Any questions regarding Secure Telephone Unit III (STU-III) Type Terminal policy should be addressed to the EKMS Manager.  Operation, storage, and policy beyond these specified guidelines is strictly prohibited.  The EKMS Manager is the sole agent for STU-III security and services for MCB, Quantico.  STU-III issue, and re-key will be conducted by qualified personnel at the direction of the EKMS Manager only.  The following provides basic security policy for the protection of the STU-III.





     a.  System Description.  The STU-III Type 1 terminal is a dual-purpose telephone capable of transmitting voice and data.  The Type 1 terminal may be used as an ordinary telephone, with interoperability into the public telephone network.  It may also be used as a secure telephone connectable through the public telephone network to other STU-III Type 1 classified/unclassified use) and Type 2 (unclassified use only) terminals.  In the secure mode, each STU-III terminal (both Type 1 and Type 2) displays authentication information of the distant STU-III terminal.  This is possible because of the key each terminal contains.  The STU-III terminal has a device called a crypto-ignition key (CIK) which locks and unlocks its secure mode.  When the CIK is removed, the Type 1 terminal must be protected as an unclassified, Controlled Cryptographic Item (CCI).  The Type 1 terminal is designated CCI equipment and is unclassified when unkeyed.  The Type 1 terminal contains cryptographic technology whose design is classified Secret.  The embodiment in the terminal is unclassified but requires control as CCI.





     b.  Unkeyed Terminal.  An unkeyed Type 1 terminal must be protected in a manner that is sufficient to preclude any reasonable chance of theft, sabotage, or tampering.  An unkeyed terminal may be used for unclassified and non-sensitive calls during the day or after hours by persons who meet access requirements.
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     c.  Keyed Terminal.  When the terminal is keyed (CIK inserted), it must be afforded protection commensurate with the classification of the key it contains.  When persons in an area


are not cleared to the level of the keyed terminal, it must be under the operational control and within view of at least one appropriately cleared, authorized person.





     d.  Storage.  Type 1 Terminals must be stored in a manner that affords protection sufficient to preclude any reasonable chance of theft, sabotage, or tampering.





     e.  After-Hours Protection.  When authorized persons are not present, the CIK must be removed from the terminal and properly protected, CIK's may be retained by authorized persons, who must protect them as valuable personal property.  Any person who is permitted unrestricted access to the keyed terminal can retain 


the CIK in their personal possession; i.e., on personal house/car key chain or properly secured so that a physical separation of terminal and CIK is maintained.  All CIK's for terminals which have been keyed with class 6 designation, (SCI 10 key), must remain with the SCIF unless the facility is approved for open storage of SCI material, the CIK must be locked in a GSA approved security container.





     f.  Accountability.  CIK's shall be accounted for locally to minimize insecure practices associated with their use.  Local accounting involves maintaining a record of all CIK's created, along with the names, section and locations of the persons to whom they are issued.  In addition, a responsible person must verify periodically that all users will hold their CIK'S.





     g.  Losses.  The loss of a CIK shall be promptly reported to the EKMS Manager who shall immediately ensure deletion of that CIK from all terminals (also applies to interoperable CIK) with which it was associated.





17.  Entering Amendments and Corrections to COMSEC Publications


 


     a.  Amendments and corrections are permanent changes to COMSEC and COMSEC-related publications, which incorporate up-to-date information.  Amendments and corrections to publications contained on CD-ROM will be issued in paper-based form and must be stored/retained with the CD.  All amendments to COMSEC publications will be IAW reference (a).
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      b.  All amendments will be verified using the check-off 


list (Figure 8-2 of reference (a)).  





      c.  Amendments will be certified and verification of destruction will be conducted as prescribed in Figure 8-3 of reference (a).





18.  Intended use.  The intended use of this SOP is to prepare Local Elements, to intelligently assume the duties and responsibilities as CMS users.  This document is a very brief overview of the steps involved in proper handling, accountability, and disposition of COMSEC material.  This document also covers some of the key points you should be aware of as Local Elements.  At any time you have questions regarding CMS, direct your concerns to Ms. Sandra Hyde, EKMS Manager at (703) 784-6267, or email HYDESD@NT.QUANTICO.USMC.MIL.











              GARY W. JOHNSON
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CMS RESPONSIBILITY ACKNOWLEDGMENT FORM





From:  _________________________________________________________


       (Rank/Grade       Full Name         SSN        Section)





To:    Electronic Key Management Systems Manager, Marine Corps


       Base, Quantico





Subj:  CMS RESPONSIBILITY ACKNOWLEDGEMENT





Ref:   (a) SOP For Handling, Accountability, and Disposition of


           CMS 


       (b) CMS-21





1.  I hereby acknowledge that I have read and understand the references.





2.  I assume full responsibility for the proper handling, storage, inventorying, accounting, and disposition of the COMSEC material held in my custody and or used by me.





3.  I have received a copy of reference (a) form the EKMS Manager.  If at any time I am in doubt as to the proper handling of COMSEC material, I will immediately contact the EKMS Manager and request advice.





4.  Before extended departure from the command (i.e., PCS leave, TAD in excess of 30 days) I will report to the EKMS Manger and be relieved of responsibility for all COMSEC material that I have signed for.





5.  Completion of this form supersedes and cancels previous CMS Responsibility Acknowledgment Form executed on _________.  (date member signed).  Further, member has had continuous access to COMSEC material since __________.  (date of initial acknowledgment).








 


                                SIGNATURE:_______________________


 


                                DATE________ 








Date Detached from Command: _________














Enclosure (1)


SAMPLE AUTHORIZATION TO DRAW COMSEC MATERIAL





From:  (Head, Agency, Section, Branch, Department or Security


       Manager)


To:    Electronic Key Management System Manager, Marine Corps


       Base, Quantico





Subj:  REQUEST FOR AUTHORIZATION TO DRAW COMSEC MATERIAL





Ref:   (a) SOP For Handling, Accountability, and Disposition of


           CMS 


       (b) CMS-21





1.  The individuals identified below are qualified and appointed as Primary person and alternate(s) to sign for Communications Security Material System (CMS) materials for the Local Element account (your command/activity).  As such, these appointees have read and familiarized themselves with the provisions of the references.





(NAME         GRADE         SSN  CLEARANCE     SIGNATURE)





(NAME         GRADE         SSN  CLEARANCE     SIGNATURE)





(NAME         GRADE         SSN  CLEARANCE     SIGNATURE)





2.  I assume full responsibility for the proper handling and accounting of the COMSEC material held in the custody of this Local Element.











________________________________________


                         (Signature of Director/CO/Activity Head)





Note: Prior to the submission of this request, the Security Manager, MCB, must verify clearance and access requirements.


-----------------------------------------------------------------


From:  Electronic Key Management Systems Manager, Marine Corps


       Base, Quantico


To:    (Command making request)





Subj:  REQUEST FOR AUTHORIZATION TO DRAW COMSEC MATERIAL





1.  Approved/Disapproved.








                              _________________________


                              (Signature, EKMS Manager)


Enclosure (2)


SAMPLE LETTER OF DESIGNATION FOR USERS OF COMSEC MATERIAL





                                                    2200


                                                    (Origin Code)


                                                    Date





From:  (Head, Agency, Section, Branch, Department or Security


       Manager)


To:    Electronic Key Management System Manager, Marine Corps


       Base, Quantico





Subj:  DESIGNATION OF CMS USERS





Ref:   (a) SOP For Handling, Accountability, and Disposition of


           CMS 


      


1.  The individuals designated below hold the proper security clearances and require the use of COMSEC material in their official duties.  Therefore, it is requested that they be authorized access to COMSEC material by the appointing official/Staff Communications Security Material Responsibility Officer.





(NAME, RANK/GRADE, SSN)                     (Access)





(NAME, RANK/GRADE, SSN)                     (Access)





(NAME, RANK/GRADE, SSN)                     (Access)





(NAME, RANK/GRADE, SSN)                     (Access)





(NAME, RANK/GRADE, SSN)                     (Access)





(NAME, RANK/GRADE, SSN)                     (Access)





(NAME, RANK/GRADE, SSN)                     (Access)





(NAME, RANK/GRADE, SSN)                     (Access)





2.  I assume full responsibility for the proper handling and accounting of the COMSEC material held in the custody of this activity.











                                _______________________________


                                (AUTHORIZED SIGNATURE AND DATE)








Enclosure (3)


SAMPLE COMSEC MATERIAL REPORT SF-153


















































































































































Enclosure (4)


CONFIDENTIAL


 (when filled in)





SAMPLE LOCAL ELEMENT INVENTORY











Inventory Type: (Circle one)    Directed    Semi-Annual    Change of Personnel








SHORT TITLE       EDITION      SERIAL       CLASSIFICATION   ALC


                                                                


|             |             |            |                  |   |


|             |             |            |                  |   |


|             |             |            |                  |   |


|             |             |            |                  |   |


|             |             |            |                  |   |


|             |             |            |                  |   |


|             |             |            |                  |   |


|             |             |            |                  |   |


|             |             |            |                  |   |


|             |             |            |                  |   |


|             |             |            |                  |   |


|             |             |            |                  |   |


|             |             |            |                  |   |


|             |             |            |                  |   |


|             |             |            |                  |   |


|             |             |            |                  |   |


|             |             |            |                  |   |


|             |             |            |                  |   |


|             |             |            |                  |   |


|             |             |            |                  |   |


|             |             |            |                  |   |


|             |             |            |                  |   |


|             |             |            |                  |   |


|             |             |            |                  |   |


|             |             |            |                  |   |


|             |             |            |                  |   |


|             |             |            |                  |   |


|             |             |            |                  |   |


|             |             |            |                  |   |


|             |             |            |                  |   |


|             |             |            |                  |   |


|             |             |            |                  |   |


|             |             |            |                  |   |








CONFIDENTIAL


(when filled in)


ENCLOSURE (5)


�



SAMPLE VISITOR REGISTER





   DATE  |  PRINTED NAME       | SIGNATURE      | RANK  | ORGANIZATION     | PURPOSE       | AUTHORIZATION    | TIME IN | TIME OUT


         |                     |                |       |                  |               |                  |         |         


         |                     |                |       |                  |               |                  |         |         


         |                     |                |       |                  |               |                  |         |         


         |                     |                |       |                  |               |                  |         |         


         |                     |                |       |                  |               |                  |         |         


         |                     |                |       |                  |               |                  |         |         


         |                     |                |       |                  |               |                  |         |         


         |                     |                |       |                  |               |                  |         |         


         |                     |                |       |                  |               |                  |         |         


         |                     |                |       |                  |               |                  |         |         


         |                     |                |       |                  |               |                  |         |         


         |                     |                |       |                  |               |                  |         |         


         |                     |                |       |                  |               |                  |         |         


         |                     |                |       |                  |               |                  |         |         


         |                     |                |       |                  |               |                  |         |         


         |                     |                |       |                  |               |                  |         |         


         |                     |                |       |                  |               |                  |         |         


         |                     |                |       |                  |               |                  |         |         


         |                     |                |       |                  |               |                  |         |         


         |                     |                |       |                  |               |                  |         |         


         |                     |                |       |                  |               |                  |         |         


         |                     |                |       |                  |               |                  |         |         


         |                     |                |       |                  |               |                  |         |         


         |                     |                |       |                  |               |                  |         |         


         |                     |                |       |                  |               |                  |         |         


         |                     |                |       |                  |               |                  |         |         


         |                     |                |       |                  |               |                  |         |         


         |                     |                |       |                  |               |                  |         |                     


                              














ENCLOSURE (6)


